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Abstract

A static approach is proposed to study secure composition of services.
We extend the A-calculus with primitives for selecting and invoking ser-
vices that respect given security requirements. Security-critical code is en-
closed in policy framings with a possibly nested, local scope. Policy fram-
ings enforce safety and liveness properties. The actual run-time behaviour
of services is over-approximated by a type and effect system. Types are
standard, and effects include the actions with possible security concerns —
as well as information about which services may be invoked at run-time.
An approximation is model-checked to verify policy framings within their
scopes. This allows for removing any run-time execution monitor, and for
determining the plans driving the selection of those services that match
the security requirements on demand.

1 Introduction

Service-oriented computing (SOC) is an emerging paradigm to design distributed
applications [39, 38, 20]. In this paradigm, applications are built by assembling
together independent computational units, called services. A service is a stand-
alone component distributed over a network, and made available through stan-
dard interaction mechanisms. An important aspect is that services are open, in
that they are built with little or no knowledge about their operating environ-
ment, their clients, and further services therein invoked. Composition of ser-
vices may require peculiar mechanisms to handle complex interaction patterns
(e.g. to implement transactions), while enforcing non-functional requirements
on the system behaviour (e.g. security and service level agreement). Web Ser-
vices [1, 43, 47] built upon XML technologies are possibly the most illustrative
and well developed example of the SOC paradigm. Indeed, a variety of XML-
based technologies already exists for describing, discovering and invoking web
services [14, 16, 12, 48]. There are also several standards for defining and enforc-
ing non-functional requirements of services, e.g. WS-Security [3], WS-Trust [2]
and WS-Policy [46] among the others. Orchestration of services consists of their
composition and coordination. Languages for that have been recently proposed,
e.g. WS-BPEL [12, 32].



Service composition heavily depends on which information about a service is
made public, on how to choose those services that match the user’s requirements,
and on their actual run-time behaviour. Security makes service composition
even harder. Services may be offered by different providers, which only partially
trust each other. On the one hand, providers have to guarantee the delivered
service to respect a given security policy, in any interaction with the operational
environment, and regardless of who actually called the service. On the other
hand, clients may want to protect their sensible data from the services invoked.

In this paper, we tackle the problem of modelling composition of services
in the presence of security constraints. Our main result is a semantic-based
method to plan which services an application has to choose in order to complete
the original task, while guaranteeing security.

Our first technical contribution is on a foundational calculus for service or-
chestration, called A™?. We model services as expressions of a typed extension
of the A-calculus with primitive constructs to describe and compose services,
being selected to enforce the given requirements. Indeed, our selection mecha-
nism matches (suitable abstractions of) service behaviour, rather than syntactic
signatures, as it happens in the standard discovery mechanisms.

We are interested in enforcing safety and liveness properties over the abstract
behaviour of services. This kind of properties have shown effective to reason
about security. For example, history-based access control can be handled as
safety properties [4, 42], while liveness properties can be exploited to formalize
denial-of-service and brute-force attacks on cryptographic keys [24]. Here, we
assume as given a set of primitive access events, that abstract from activities
with possible security concerns. The security policies are reqular properties of
execution histories (i.e. sequences of access events) and have a possibly nested,
local scope. Given an expression e, a safety framing ¢le] enforces the policy ¢
at each step of the execution of e. A liveness framing 1 (e) prescribes that the
evaluation of e must eventually respect the policy ¥. Our results are independent
of the logic chosen for expressing regular properties of sequences, so we do not
fix any logic here.

We shall exploit a static analysis technique to determine plans that drive ser-
vice executions enjoying both safety and liveness properties. Note that, while
safety properties can be enforced by an execution monitor, liveness properties
cannot [40]. Also, liveness cannot be reduced to safety in general. Moreover,
here we cannot predict any bound on the time a service needs to be completed,
hence e.g. bounded liveness — a safety property — is inadequate. The considera-
tions above further support the use of static techniques.

We introduce a type and effect system [25, 37, 44] for our calculus. Types
are standard, while effects, called history expressions, represent all the possible
behaviour of services. A service is modelled as a \™? expressions with a func-

tional type of the form 7y a, To. Intuitively, when supplied with an argument
of type 71, the service evaluates to a value of type 75, and the side effect of
the invocation is an execution history belonging to the history expression H. A
service request is modelled by an expression req, 7, where r uniquely identifies
the request, and 7 is the type of the requested service, including the safety and
liveness properties on demand. The safety constraint says how the caller pro-
tects itself from the service. Instead, the liveness constraint can be seen as the
duties the invoked service must fulfill.



For simplicity, here we assume that services are published in a global trusted
repository, i.e. a set of typed expressions {e; : 7 H, T ekt Tk He, 7.}
Types are the semantic information made visible about services. Operationally,
a service request req, 7 results in a sort of “call-by-contract”: the repository
is searched for a service with a functional type matching the request type ;
additionally, its effect H should respect the safety and liveness constraints in 7.
The effect of a service invocation req,.7 has the form {r[¢i]> H; - - - r[ly] > Hy},
where r[¢;] resolves the request r with the service e; in the repository. We say
that H; is valid when it respects the safety and liveness constraints in 7, as well
as all the security framings within H; itself.

The effect H of a service composition e is obtained by suitably assembling
the effects of the component services, and of those services they may invoke in a
nested fashion. Note however that composing the effects of the selected services,
yet valid, may result in a non-valid overall effect. This is because the effect of
selecting a given service for a request is not confined to the execution of that
service, but it spans over the whole execution. The validity of the effect H of e
depends thus on the plan that selects a service for each request. It is convenient
to lift all the service choices r[¢] to the top-level of H, collecting them in a set 7,
called plan. We define then a semantic-preserving transformation that results
in effects of the form {m > H;---m, > H,}, where each H; is free of further
choices. Its intuitive meaning is that, under the plan m;, the effect of the overall
service composition e is H;. If some H; is valid, then the plan 7; will safely drive
the execution of e, without resorting to any run-time monitor, and guaranteeing
all the safety and liveness properties required.

Validity of history expressions is still to be ascertained. We do that by model
checking (a suitable version of) Basic Process Algebras (BPAs) with finite state
automata. A history expressions H is naturally rendered as a BPA process,
while a finite state automaton models the validity of H. Because of the possible
nesting of framings, validity of history expressions is a non-regular property, so
standard model checking techniques cannot be directly applied. We transform
then history expressions so to make model checking feasible through specially-
tailored finite state automata.

2 DMotivating examples

To illustrate our approach, consider a simple certification service that wants to
attest a contract between two external parties, while enforcing its own privacy
policy. Since specifying a privacy policy can be difficult and error-prone, this
task is delegated to a trusted policy provider.

Policy providers return a safety policy ¢ in the form of a closure Az. ¢[z]
(indeed, policies are not first class objects in our model). The policy ¢ has to be
enforced in the subsequent execution of the certification service, i.e. (Ax. p[z])e
will evolve to ¢[e]. This paradigm can be seen as a form of dynamic sandbozxing.
The published interface of policy providers guarantees that the distinguished
event o, (modelling the return of a policy) will eventually occur.

To assert its willingness to provide clients with a signed and non-repudiable
copy of the contract, the certification service encloses its code into a liveness
framing (- - -). The property 1 states that eventually there will be a signature
(modelled by an event ag,) with no subsequent revocation (the event ).



The certification service requests a policy provider through the expression:

_ 11 (e)]
req, 71 where 11 =7 — (1 ———=17)

(here, T is a base type, whose specification is irrelevant). The request asks for
a service that takes an argument of type 7, and returns a policy as a closure
of type 7 — 7. The annotation ¢1[i);(e)] in 71 indicates that, when evaluated,
the selected service must respect the safety policy 1 and the liveness policy ;.
The policy 1 requires that eventually «, occurs, while ¢ says that the service
cannot visit untrusted sites, modelled by the event «,.

The leftmost part in the following diagram highlights the evolution of the
certification service. The rightmost part shows the two policy providers p; and
po available in the repository. For simplicity, the boxes only represent the effect
of the evaluation of the service; the arrows display the service invocation and
the delivered safety policy.
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The service p; exposes a history expression «, to mean that p; will generate
exactly the event o, and no other security-relevant operations. The service
p2 possibly connects to an untrusted site (thus generating the event «,), and
then provides the client with a privacy policy. This behaviour is modelled by
the history expression (¢ + ) - @, where ¢ stands for the empty history, -
for concatenation of histories, and + for non-deterministic choice. The effect
associated with the request ry is then a planned selection of the form:

{rilpa] > @1 [Yr(ap)], 2] > p1[vi((e + au) - ap)}

In the first element, the plan r;[p;] indicates that the request r; is served by
the provider p;. In this case, the resulting history expression is ¢1[t1{ap)].
Similarly, when the plan is 71[p2]. Note that p; successfully serves the request
r1, because «,;, satisfies both 1 and ;. Instead, p» can generate the histories
ap and oy, 0. Since the second history does not respect the safety constraint
1, then ps will be rejected by our static machinery.

Assume now that the privacy policy ¢ delivered by p; states that connecting
to the network (a.) is prevented after a read () of local data. The diagram
below depicts the invocation of the contracting parties, modelled by the request

P2(e)
req,, T where o =7 —> T
The required guarantee is expressed by the liveness property 1o, saying that
the certification service will eventually receive back a signed contract (note that



here a bounded liveness in place of ¥5 would work as well, just because the code
of services is visible; however, this is not the case in general).

There are three contracting parties. The service s; opens a network connec-
tion (a.), reads the contract file (o) and then signs it (asgn); the service sg is
a loop of either action of revoking or signing (recursion is written through the
 operator); the service s3 reads the contract file (c.), signs it (asgn), and then
can possibly open a network connection (a.).

52
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The planned selection associated with ro is then:

{TQ[Sl] > 1/)2<O‘c c Qe asgn>7
9 [82] > g <,uh-(5 + Qpoi + asgn) : h>7
T2 [53] > 1o <ar *Olggn * (5 + aC)>}

The history expressions exposed by s; and sg clearly satisfy the requested agree-
ment 12, while that of s does not, because, e.g. the history (a;.)" is possible,
for all n. Therefore, the service request can only be served successfully by either
s1 or sg. After completion of the service, the safety framing |- - -] is left, so the
certification service can eventually connect to the network.

Considering only the services matching the requests (i.e. py for r1 and sy, s3
for ro) we associate the following overall history expression H with the whole
certification service:

H = {rip1] > p1[v1{op)]}-

el{rals1] > 2(ac - ar - asgn), T2[s3] > alar - asgn - (€ + @)} - o)

To determine the correct service compositions, we first “linearize” H, by moving
all the associations of requests with services at the top-level. Here we obtain:

{rilpa] [ r2s1] & ¥{prli{ap)] - plalac - ar - asgn)] - ac),
rilp1] [ rafss] > Yi{p1[v1{ap)] - plhe{ar - asgn - (e + )] - ac)}

where | composes independent plans. The first element is valid, because choosing
p1 for r1 and s; for ro drives a successful computation. Indeed, the liveness
framing 1 is satisfied by the signature cg, which is never revoked afterwards.
Also, the safety framing ¢ is obeyed, since within its scope there is no connection



a. after a read «,. Instead, the history expression associated with the plan
r1[p1] | r2[s3] is not valid, because a, may occur after an «, within the scope
of . This verification phase is mechanizable and determines all and only the
valid elements.

In the next sections we shall describe a way of extracting the relevant infor-
mation from services (through a type and effect system) and for verifying when
their composition is valid (by model checking), so providing us at static time
with a winning planning strategy — in our example the plan r1[p1] | r2[s1]. The
paramount point is that we can execute an expression and resolve its requests
according to a winning plan, with no run-time monitoring and with the guaran-
tee that the overall behaviour will always comply with the safety and liveness
policies on demand.

3 Programming model

To study secure service composition in a pure framework, we consider A™%, a
call-by-value A-calculus enriched with local security policies and service requests.
An access event o € Ev abstracts from a security critical operation (e.g. writing
a file, opening a socket connection). A history 7 is a sequence of access events.
A security policy ¢ € Pol is a regular property of histories. A safety framing
©le] enforces the policy ¢ at each step of the evaluation of e. A liveness framing
1 {e) requires that the policy ¢ will eventually be satisfied while evaluating e.
Services e : 7 are typed A" expressions, collected in a trusted, finite, and
global repository Srv, abstracting from the distributed service directories (e.g.
UDDI [48]). The types 7 are annotated with history expressions that over-
approximate the possible run-time histories. E.g., when a function with type

r s applied to a value, it will generate one of the histories denoted by H.
The repository Srv guarantees that H represents all the possible histories of e.

A service request has the form req,7. The label r uniquely identifies the
request in an expression, and the request type 7 is defined as:

. (e,9)
T ou= wunit | T ——>T1

where unit is the standard singleton type. The annotations (i, ) on the arrow
are the safety/liveness constraints imposed on the service. Operationally, this
drives a search in the repository Srv for a service with a functional type 7’
“compatible” with 7 (defined later on in Section 5) and such that 7" respects
the constraints imposed by 7. For clarity, we omit the null constraint (t, tt), we
write p[e] for (p, tt), ¥ (e) for (tt, 1) and [t (e)] in the general case. Intuitively,
a constraint can be seen as a context that wraps the behaviour H of a service,
obtaining @[t (H)], and meaning that the histories denoted by H must satisfy
“always ¢” and “eventually ”.

We put some restrictions on the types a programmer can use in a request.
First, only functional types are allowed: this models services being considered
as remote procedures. Higher-order return values are allowed: if the type of a
returned value is functional, then the request can be seen as a code download,
e.g. an applet. Second, no constraints should be imposed over the type 79 of a

request type T (o), T1, i.e. in 79 there are no annotations. This is because
the constraints on the selected service should not affect its argument.



3.1 Syntax

The syntax of our calculus follows. We assume as given the languages for (regu-
lar) policies ¢, 1 and for guards b. We omit their definition here, as they are not
relevant for the subsequent technical development. To enhance readability, our
calculus comprises conditional expressions and named abstractions (the variable
z in €/ = A\, x. e stands for e’ itself within e).

Expressions
I 1
e, e =
* unit
x variable
« access event
if btheneelsee conditional
AL T.€e abstraction
ee application
ole] safety framing
p{e) liveness framing
req,T service request

The values v of our calculus are the variables, the abstractions, the requests,
and the distinguished element *. The following abbreviation is standard: e;e’ =
(A\. ¢’) e. Without loss of generality, we assume that each framing has an opening
event, e.g. for all yle], the expression e has the form «;e’, for some o and €'
The opening event can be dummy, with no influence on security.

3.2 Operational semantics

The evaluation of a A™? expression requires to check all the policies within
their framings, and to serve requests. In this section, we do not have yet an
operational mechanism to resolve requests, and so we resort to an oracle. We
assume that, upon a request req,7, the oracle selects from Srv a service (if
any) that respects the type and the constraints expressed by 7. The oracle
guarantees that the execution of the selected service satisfies the safety/liveness
policies in 7 (although, e.g. it might violate a policy that was already active
before the request). In the following sections, we will develop a static machinery
that will enable us to efficiently implement the oracle, guaranteeing that an
expression will never go wrong. Consequently, we will safely discard all the
security framings, and avoid to check them dynamically.

Here, we are not interested in characterizing what the oracle guarantees, and
we simply model it as a set of service choices, called plan. A plan formalises how
a request is resolved into an actual service, and takes the form of a finite injective
mapping from request labels to services. Plans have the following syntax:

Plans
I 1
T, u=
0 empty
r[€] service choice
| n composition




The empty plan 0 has no choices; the plan r[¢] associates the service ey : 7¢
with the request labelled r. The composition operator | on plans is associative,
commutative and idempotent, and its identity is the empty plan 0.

Now we define the behaviour of expressions through the following small-
step operational semantics. The configurations are pairs 7, e and a transition
n,e —x 1,e means that, starting from a history 7, the plan 7 allows the
expression e to evolve to €’ and to extend 7 to ’. An expression is initially
evaluated starting from the empty history €. We write 7 |= ¢ when the history
1 obeys the (safety/liveness) policy ¢. We assume as given a total function B
that evaluates the guards in conditionals.

Operational semantics of \"™?

/ / ! /
n,€e1—x 1 ,€;1 1,62 —x 1], €2
LR mare) TR (A
7,€1€2 —x 1] ,€1€2 1,ve2 —x 1 ,V€y

1, (Az.e)v = n,e{v/z, \,x.e/z} (E-ABsApp)

n,a = na,*  (E-Ev) n,if btheney elseey —nx n,e5p) (E-IF)

ne—=n,¢ nkEge (E-5F1) nEp (E.5F2)

n, ele] == 1, ple’] 0, [v] == n,v
ne—rn,e nEY (E-LF1) _nEY (E-LF2)
7]7 L/)<€> - 77/) ¢<€/> 775 ¢<€> —r 7]7 €

e €SV w=rlf] |7

(E-REQ)
7, (req,7)v —x n,e0v

The first two rules implement call-by-value evaluation; as usual, functions are
not reduced within their bodies. The third rule implements g-reduction. Notice
that the whole function body A,x.e replaces the self variable z after the sub-
stitution, so giving an explicit copy-rule semantics to recursive functions. The
evaluation of an event « consists in appending « to the current history, and pro-
ducing the no-operation value *. A conditional if btheney else ep evaluates
to ey (resp. eg) if b evaluates to true (resp. false).

To evaluate a safety framing @[e], we must consider two cases. If, starting
from the current history 7, e may evolve to ¢ and extend the history to 7/,
then the whole framing y[e] may evolve to @[e], provided that 7’ satisfies .
Otherwise, if e is a value and the current history satisfies , then the scope of
the framing is left. In both cases, as soon as a history is found not to respect ¢,
the evaluation gets stuck, to model a security exception. For simplicity, we do
not model here exceptions and exception handling, but extending our language
in this direction is straightforward.

Within a liveness framing ¢ (e), the expression e evolves as long as the prop-
erty 1 is not satisfied. As soon as the current history obeys 1, the framing is
discarded. Note that we cannot operationally guarantee that ¢ will eventually



hold: indeed, this is a liveness property, so it cannot be enforced by execution
monitoring alone [40]. Tt is then particularly relevant that our static analysis is
able to discover whether a liveness framing will be eventually discarded or not.

The rule for service invocation enquires the oracle to select from Srv a service
that respects the types and the required constraints. If no such service exists,
the execution gets stuck.

4 History expressions

To statically predict the histories generated by programs at run-time, as well as
the scopes of policies, we introduce history expressions with the following ab-
stract syntax. History expressions are a sort of context-free grammars, and in-
clude the empty history €, access events «, sequencing H - H', non-deterministic
choice H + H', safety and liveness framings ¢[H] and ¢ (H), recursion ph.H
(v binds the occurrences of the variable h in H), and planned selection.

History Expressions

H H =
5 empty
h variable
o access event
H-H sequence
H+H' choice
w[H] safety framing
V{H) liveness framing
wh.H recursion
{m > Hy- -7 > Hi} planned selection

Safety and liveness framings are the abstract counterparts of the analogous
constructs in A™?. Given a plan 7, a planned selection {my > Hy - - - > Hy}
chooses those H; such that 7 includes ;. Intuitively, the history expression
H = {r[t;] > Hy,r[l2] > Ha} is associated with a request  that can be resolved
into either ey, or eg,. The histories denoted by H depend on the given plan 7
if m chooses ¢1 (resp. £2) for r, then H denotes one of the histories represented
by Hy (resp. Hs); otherwise, H denotes no histories. Due to our assumption on
the form of plans, we always discard the components 7; > H; from a planned
selection, if 7; turns out to be non-injective.

We assume that the operator - has precedence over +, that in turn has
precedence over . We say that a history expression H is closed when it has no
free variables, i.e. fu(H) = (), where free variables are defined as expected, e.g.:

fo(h) ={h}  fo(ph.H) = fo(H)\ {h}
foldmi > Hy - me > Hi}) = Uiy fo(Hi)

To define the semantics of history expressions, we enrich histories with a set Frm
of special framing events, parametrized by policies in Pol. The events [, and |,
denote the opening and closing of a safety framing ¢l - - |, while (y and ), play



the same role for liveness framings. Formally, a history 7 is a sequence 1 - - - By
where §; € EvUFrm, Frm = { [, ]o, (4, )¢ | ¥ € Pol }, and Ev N Frm = 0.

For example, a history a[,a'], represents a computation that (i) generates
an event «, (ii) enters the scope of the safety framing ¢[-- -], (iil) generates o’
within the scope of ¢, and (iv) leaves the scope of . Note that histories with
events in Ev only were enough to give the operational semantics of our calculus,
because the role of framing events is played by framed expressions.

Hereafter, a history may end with the truncation marker !. The history 7!
represents a prefix of a possibly non-terminating computation that generates
the sequence of events 1. We assume that histories are undistinguishable after
truncation, i.e. n! followed by ' equals to n!. A history 7 is balanced when
either 7 is empty, or 7 is an access event, or n =!, or n = [,n'], with 7" bal-
anced, or (yn')y with ' balanced, or n = n'n” with both " and 7" balanced.
A history is well-formed when it is the prefix of a balanced history. For ex-
ample, af,a/[,a],], is balanced, af,a’ is well-formed but not balanced, and
af,a/ [ a’"], is not well-formed. Hereafter, we will only deal with well-formed
histories, because they model exactly the histories that will show up when exe-
cuting A" expressions. Let H range over sets of balanced histories. We define
HH' as the set of histories {nn' |n e H,n" € H'}, ¢[H] as {[en], | n € H},
and ¢ (H) as the set { (yn)y | 1€ H}.

The denotational semantics of history expressions is defined over the lifted
cpo of sets of balanced histories [49], ordered by (lifted) set inclusion C ;| , where,
for all balanced histories H,H’, L €| H, and H C, H' if H C H'. The least
upper bound between two elements of the cpo is standard set union U, assuming
that L UH = H. The strict least upper bound is denoted by U, , and it is such
that L U; H = L. We stipulate that concatenation of sets of histories is strict,
i.e. it returns 1 whenever one of its arguments is such.

The semantics [H]7 of a history expression H (in an environment p and
under a plan 7) is defined by the following rules. The environment p maps
variables to sets of balanced histories. Hereafter, we feel free to omit curly
braces when writing singleton sets, and we omit the empty environment for
closed expressions.

Semantics of history expressions

[elp =e [H-H;=[HIFH]; [H+H];=[H];UL[H]]
[elf = [elHI} = CllH]]  [W(E)]G = ¢(H])

[0 = p(h)  [uh-H]g = |J () where f(X) = [HIFx/n
n>0

[BIF =+ Hm>H--me> Hdlp = Uiey o [{mi > Hi}]7
{0 a7 =[H];  [molm > HY]E = [{mo > H}[F UL [{m > H}]7

[H]; ifmx=r[(]|n
1 otherwise

[{rl] > HG = {

10



Example 1. Consider H = ph. a+h-h+¢[h]. For all plans 7, the semantics of
H consists of all the (possibly truncated) histories having an arbitrary number
of occurrences of «, and arbitrarily nested, balanced safety framings of . For
instance, g[a]plap(a]] € [H]™, for all plans 7. O

Example 2. Let H = {r[(;] > a1 - {r'[l{] > 1,7 [l5] > B2}, r[la] > o}, and let
m=r[l] | r'[¢5]. Then:

[H]™ = [{r[ea] > on - {r'[64] > B, 7' [l] > Ba} ™ U [{r[l2] > a2 }]"
= [oa - {r'l63] > B, [l > B} U L
= [aa]"[{7' (2] > By, 7' [65] > B2 }]"
= {eaJ([{r' [ > B} U [{r' (6] > Ba}]™)
={a}(LU[R]") = {aa}{B} = {a1fe} 0

Example 3. Let H = o + {r[¢] > 5}, and let 7 = 0. Then:
[H]" = [o]" v [{rl] > 8" = {a}ur L = L

This example models a situation where, e.g. H has been extracted from an
expression if bthen o else (req,7)%, and ey is the only service whose type is
compatible with 7. The semantics of H is undefined (i.e. L) because, in case b
is false, the plan 7 = 0 is not able to choose any of the proposed services. O

4.1 Validity

We now define when histories and history expressions are valid. Intuitively,
valid histories represent viable computations. Instead, invalid ones happen to
violate some security constraints, so they are going to be identified and rejected
by our static analysis. For example, consider the history 79 = ac.a.@la.], where
© requires that no . occurs after a,. (see Section 2). Then, 1y is not valid
according to our intended meaning, because the rightmost o, occurs within a
safety framing enforcing ¢, and a.a,a. does not obey . Consider now the
history n; = a¢<a>asgn, where 1) requires that eventually avsg,. Then, 11 is not
valid, because the event oy, occurs after the liveness framing has been closed.

Note that our notion of validity ensures that, at each step of execution,
the policies enforced by safety and liveness framings can always inspect the
whole history generated so far. This is motivated by our basic assumption
that no events can be hidden. For example, the history aga;p|as]as is valid
when apay = ¢ (to make sure ¢ is satisfied while entering the framing) and
aparas | ¢ (even if ag and o are outside of the safety framing), while cpag agas
is not required to satisfy ¢ any longer. However, this is not a limitation, as shown
in the discussion preceding Lemma 8 below.

To give a formal definition of validity, we introduce the notion of safe and
live sets (S- and L-sets for short), which are sets of histories. For example, the
history 79 above has one S-set p[{acq;, acara.}]. Intuitively, this means that
the scope of the framing ¢[- - -] spans over the histories o, and acora.. For
each S-set of the form [H], validity requires that all the histories in H obey .
Similarly, 7, has one L-set, ¥({a, aa}). For each L-set ¢/(H), validity requires
that at least one of the histories in H satisfies 1.
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Some notations are now needed. Let n° be the history obtained from 71 by
erasing all the framing events, and let n? be the set of all the prefixes of 7,
including the empty history . For example, if 790 = aca,@la.], then (nf)? =
((acar[wac]w)b)a = (aeara.)? = {g, ac, acar, acaract.

Let n be a (well-formed) history. To have a short definition of S-set and
L-set, it is convenient to balance all the safety framings of 7, e.g. [, becomes
[0, = @[a]. Then, the S-set S(n), the L-set L(n), and validity of histories and
history expressions are defined as follows:

Safe/Live sets and validity

=

SE)=0 L(e) =
S(na)=Smn(y) =85mn)y)=5Smn  Lna)=Lnl,) = Lnl,) = L(n)
S(moelm]) = Stnom) Ve 1?1 Lnov(m)) = Lnoma) U (ng (17)°)

A history 7 is valid (&= 1 in symbols) when:

eHl € S(n) = V' e H.' E o
Y(H) e L(n) = I e H.n' =9

A history expression H is w-valid when [H]™ # L and n € [H]|" = En

Example 4. Consider again the history 71 = at(a)asg,. We have that:

L(m) = L{ay(a)asgn)
= L(ay(a)) = L(aa) U(a’(a”)?)
= QU plofe, a}) = v{a, aal)

Since neither « = 9 nor aa = 1, then n; is not valid. Consider now the history:

n = (gplpa]p(pas)pas(prau

Then, after rewriting 7 as ], to balance the safety framings, we have:

S(n) = { el{e, u}l, ¢’ {arazas, arazazaql] }
L(n) = { v{{a1,102}) } O

5 Type and effect system

We now introduce a type and effect system for our calculus, building upon [4, 42].
Types and type environments, ranged over by 7 and I', are mostly standard and
are defined in the following table. The history expression H in the functional

type T L, 7/ describes the latent effect associated with an abstraction, i.e. one
of the histories represented by H is generated when a value is applied to an

abstraction with that type. Note that we overload the symbol 7 to range over

both expression types and request types 7 vt Tl

12



Types and Type Environments

77 n= unit | T 7 Fu=0|T;z:7 (z¢&dom(T))

A typing judgment ', H Fs,, e : 7 means that, given a service repository Srv
(omitted in the index, when immaterial), the expression e evaluates to a value
of type 7, and produces a history belonging to the effect H. The relation
I', H Fgn e : 7 is defined as the least relation closed under the rules below. Typ-
ing judgments are similar to those of the simply-typed A-calculus. The effects
in the rule for application are concatenated according to the evaluation order of
the call-by-value semantics (function, argument, latent effect). The actual effect
of an abstraction is the empty history expression, while the latent effect is equal
to the actual effect of the function body. The rule for abstraction constraints
the premise to equate the actual and latent effects, up to associativity, commu-
tativity, idempotency and zero of +, associativity and zero of -, a-conversion,
unfolding of recursion, and elimination of vacuous p-binders. The last rule al-
lows for weakening of effects. A service invocation req, 7 has an empty actual
effect, and a functional type 7/, whose latent effect is a planned selection that
picks from Srv those services matching the constraints on the request type 7. A
more detailed explanation will follow after Example 5.

Typing relation

T'eb%:unit (T-UnNIT) INaka:unit (T-Ev)

Tiz:mz:7 o Hbe: 7!
D,eka:T(x) (T-VaR) 7 (T-ABs)
FebXz.e:7— 17

F,Hl—etTH—N>T/ IH' ke :r

(T-App)
I'H-H -H'bkeée: 7
I''Hre:T IHrEe: T
(T-SF) (T-LF)
L o[H] - ple] - 7 Loyp(H) Eale) o 7
T =U{T @7 |e:Te €ESVATRTY
(T-REQ)
Iyebswreq.m: 7
I'NHrFe:7 T'HFe 7 I'NHFe:T
(T-Ir) (T-WKN)
I'HF if btheneelsee' : 7 I''H+H Fe:7
L 1
Example 5. Consider the following expression:
e = if b then \,z.«a else \,z.a/

Let 7 = unit, and T' = {z : 7 ot rr 7}. Then, the following typing

13



derivation is possible:

akFa:T o' o :7
Na+dbFa:r o +abkaod 71
+a’ '+
bebAz.a:m 2% 7 Oeb Az 7 255 7
U )
oz+o/

0,et-ifbthen\,z.celse \,z.a/ : 7 —— T

Note that we can equate the history expressions a + o’ and o’ + «, because +
is commutative. The typing derivation above shows the use of the weakening
rule to unify the latent effects on arrow types. Let now:

e/ = A\px.if V' then * elsew(ex)

Let ' ={w: 7 X, 7,2 : T}, where H is left undefined. Then, recalling that
e-H' = H' = H'- ¢ for any history expression H', we have:

a+o/
IekFe:r—— 7 Teka:7

F,é‘l—wlTiT
la+d Fex:7T

I'(a+a)-HFwlez): T
Lolla+ ) HF plw(ex)] : 7
Tie+pl(a+a’)- HlF if b then * else plw(ex)] : 7

FebFx:7

To apply the typing rule for abstractions, the constraint H = e+ ¢[(a+ ') - H]
must be solved. Let H = ph.e + ¢[(ac+ ') - h]. It is easy to prove that:

U] = [e+ella+a) Al g = {e}Upla+a))-[H]]

We have then found a solution to the constraint above, so we can conclude that:

h. ")-h
([ s LSRN etellatal) bl
Note in passing that a simple extension of the type inference algorithm of [42]
suffices for solving constraints as the one above. The main difference concerns
planned selections. To deal with that, our algorithm uses a straightforward
implementation of the rule (T-REQ) O

To give a type to requests, we need to define the auxiliary operators ~, &
and U. We introduce them below, with the help of a running example.

We write 7 ~ 7/, and say 7,7 compatible, whenever, omitting the annota-
tions on the arrows, 7 and 7 are equal. Formally:

. , X y .
unit /= unit (o =>m) =~ (1) —m) iffro~7)and 7 ~ 7

) p[o] (7_ p(e) 7_)

h; ihi i
and let Srv = {eg, @ T4y, €0, : To,}, Where 7, = (7 —5 1) 2 (7 LR T) for
1 € 1..2. We have that 7, = 1y, & 7y,, i.e. both the services in Srv are compatible

with the request in e. O

Example 6. Let 7 = unit, let e = req,.7,, where 7, = (1 — 7

9
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The operator @,y combines a request type 7 and a service type 7/, when

they are compatible. Given a request type 7 = 7 LidbIN 71 and a service type

# =75 2 o the result of 7 @, 7' is 7 LA, (7 @72l where:

unit @;m unit = unit

(0 #lip(e)] H

{rlfl>ely(H)]}
1) Sy (10 — 1) = (70 &4 70) = (

1 g 1)
Note that combining functional types does not affect the type of the argument.
This reflects the intuition that the type of the argument to be passed to the
selected service cannot be constrained by the request.

Example 6 (cont.). The request type 7, is composed with the service types
in Srv as follows:

T Opey) T, = (T I, 7) {rlta]>elon-hi]} (r {rle]>(81)} -

h
Tr @r[b] Ty = (T = T)

{r[l2]>p[az-h2]} (r {r[t2]>9(B2)} 7) 0

Eventually, the operator U combines the types obtained by combining the
request type with the service types. Given two compatible types 7 = 79 ELR Ty

H' HUH'
and 7' = 7§ = 71, the result of 7W 7' is 7f —— (110U 7{0), where o unifies
70 and 7} (i.e. 700 = 10 = 7)), and:

unit U unit = unit

(0 =5 ) V' (7 <0 1) = (W' 1) 25 (W )
Example 6 (cont.). Now, we can unify the combination of the request type
7 with the service types, obtaining:

_ h {rlt1]>plas-h], r[l2]>plaz-h]} {rle]>v(B1), rlt2]>(B2)}
T =(r—=T1) (r T)

where o = {h1/h, ho/h} is the selected unifier between 7 - 7 and 7 22 7. [
The following example further illustrates how requests and services are typed.

Example 7. Let e and Srv as in Example 6, and consider the expression
(e(Ay))*. Note that applying (any service resulting from) the request to the
function A.y yields a new function, which we eventually apply to the value .
We have the following typing derivation, where we omit the component I' = {J:

eFe:7 ek ST
r[e P(B1), r[e P(B
{rlta] > glar -], rla] > plas -]} Fe(Ay) : 7 VO HBIERER,

{rlt] > plar -A], rlle] > plag -]} - {rlla] > 9(B1), r[l] > Y(B2)} F (e(Ay))x: 7

Evaluating the resulting history expression H with the plan 7 = r[¢1] yields:

[H]™ = [{r[ta] > plan - 9], rlle] > @lag - 3™ [{rlea] > ¥ (Br), rlla] > ¢(B2)}]"
= ({planbu L) - ({p@Bru L) = {elear] {61)} 0
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A plan is well-typed if, when it associates a service to a request req, 7, then the
type of the service is compatible with the type of the request:

T=rll] |7 Ne:Ti €SN = =T

The next theorem states that our type and effect system over-approximates the
actual run-time histories, for a given expression and a given service repository
Srv. If H is the effect of e, then the histories 1 generated when evaluating e
under the plan 7 are the prefixes of the histories in [H]™, stripped of all the
framing events, i.e. n € ([H]™)*?. As usual, precision is lost when reducing
the conditional construct to non-determinism, and when dealing with recursive
functions (see Example 5). Additionally, we over-approximate the set of services
satisfying the calling requirements.

Theorem 1. Given a service repository Srv, if I', H s, e : 7 and ¢, —% 1, ¢’
(with 7 well-typed), then n € ([H]™)*?.

Example 8. Let e = ag; p[if bthen a; else as], with ¢ requiring “never as”.
Assume that the guard b always evaluates to true. Then, for any plan w, we
have the following computation:

g, —x o, p[if bthen a; else as] —r ag, pla1] == apaa, [*¥] = apaq, *

The history expression extracted from e is H = aq - ¢[a1 + ag]. Then, for all
plans 7, [H]™ = {ao[,1]e, aolpa2],}, and:

(([[Hﬂﬂ)b)a = {040041,040042}8 = {&, a0, a1, apan}
which (strictly) contains all the run-time histories in the computation above. O

We can now state the type safety property. A plan 7 is viable for e when the
reduction of e with plan 7 does not go wrong, i.e. ,e —% 1/, ¢/, and either ¢’ is a
value, or there exists a transition n’, e’ —, 0", e” for some 1", e”. For example,
a computation goes wrong when attempting to execute an event forbidden by a
currently active policy, or when the plan 7 offers no choices for a request.

Theorem 2 (Type Safety). Given a service repository Srv, let T', H Fgny e : T,
with e closed. If H is 7-valid for some well-typed plan 7, then 7 is viable for e.

Example 9. Let e and Srv as in Example 6, and let e;, = Az. (au; (xx); (X.5;))
for ¢ € 1..2. Assume the constraints ¢, on the service request in e are such
that ¢ is true, and ¢ requires “eventually 3,”. Consider now the expression
e’ = @ol(e(Ay))*], where ¢g requires “never ay”. Let m = r[¢1]. The history
expression po[H] of €/ (where H has been inferred for (e (A.7y))* in Example 7)
is m-valid, because [po[H|]™ = {@olp[a17]®¥{B1)]} contains exactly one valid
history. We have exactly one computation of ¢’ with plan 7, and, as predicted
by Theorem 2, it does not go wrong:

g, pol(e(A7))*] == €, 0ol(er, (A))*] —= &, pol(ar; (Av)*; (AB1))*]
= a1, 9o[(Ay)* (AB1))x] —x a1, @ol(v; (A.B1))]
—r a17, @o[(AB1)*¥] —x a17,@o[B1] —x a17B1, pol¥]

—x a17Yf1, *
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Consider now the plan 7’ = r[¢2]. Then H is not n’-valid, because e.g. the event
ap violates ¢g. In this case the computation of e’:

&, 0l(e(Ay))*] = € pol(ee, (A7))*] —r €5 pol(erz; (Ay)*; (A.B1))%]
is correctly aborted, because ag £ pg. So, 7’ is not viable for ¢’. O

Validity of history expressions also guarantees an additional correctness
property about the “liveness” of a service. Roughly, it says that if ¥(e) has
a valid effect, then e will eventually escape the liveness framing, i.e. the policy
1 will be eventually obeyed. We need the notion of evaluation context C(e),
defined by the following grammar: e | vC(e) | C(e)e | p[C(e)] | ¥{(C(e)). Ad-
ditionally, a A-abstraction A\,z.e is guarded if e = a;e’ for some event a and
expression €’

Theorem 3. Let I', H +s,, e : 7, with e closed, and H valid for some well-
typed plan 7. Let e,e —% n,C(v¥{e’)), with ¢ having guarded A-abstractions
only. Then, there exists k such that, for each computation:

1,C(Y(e") —x ni €1 —n o —r ks e
there exists n < k such that e,, = C(y(¢"")) and n,, | .

Intuitively, if a computation is long enough (i.e. at least k steps), it will
always escape all liveness framings in a finite number of steps n < k — because,
by rule (E-LF2), 1, C(¥(e”)) == nn, C(e").

Example 10. Consider the expressions e; = ¥ {(A,x.if bthen [ else «; §; zx)*)
and es = ¥((A,z. if bthen [ else a; zx; B)*), where 1) ask “eventually 5”. Let
Hy = ¢{uh.a-B-h+ () and Hy = {uh.a-h- S+ () be the history expressions
associated with e; and eq, respectively. Since H; is valid, Theorem 3 guaran-
tees that all the computations of e; will satisfy the policy . Instead, since Ho
is mot valid, the expression ey might never obey v, as shown by the following
computation (where b = ff and Z = \,x.if bthen [ else «; zx; B):

€,e3 —5 €, (if bthen [ else a; Zx; 3)
= & P(; Zx; 8) —x a, P(Z%;B)
—, a,(if bthen [ else o; Zx; 5; 3)
= a, Pl Z%; 35 B) —x aq, P(Z%;3;8) —x - O

Note however that, since our notion of validity is extensional rather than
intensional, we still do not have a decision procedure to tell us for which plans
7 (if any) a history expression is m-valid. This problem is addressed by the
planning and verification methods presented in Sections 6 and 7.

6 Planning service composition

Once extracted a history expression H from an expression e, we have to analyse
H to find if there is any viable plan for the execution of e. This issue is not trivial,
because the effect of selecting a given service for a request is not confined to the
execution of that service. For instance, the history generated while running a
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service may later on violate a policy that will become active after the service has
returned, as shown in Example 11 below. Since each service selection affects
the whole execution of a program, we cannot simply devise a viable plan by
selecting services that satisfy the constraints imposed by the requests, only.

Example 11. Let e = ¢[(Az. (req,,72)7) ((req, 71)%)], where ¢ requires “never
v after «”, 7 = unit, m =7 — (7t — 7) and 72 = (7 — 7) — 7. Intuitively,
the service selected upon the request 71 returns a function, which is then passed
as an argument to the service selected upon ry. Assume the repository Srv
comprises exactly the following four services:

a Jé] h h-~y
ep, : T — (T =>7) e, (1—>71)—71
o B’ h #'[h]
eg/lzr—>(7'—>7') 6@/2:(7'—>7')—>7'

where ¢’ requires “never 3”. Since the request type 71 imposes no constraints
and matches the types of e;, and e, both these services can be selected for the
request 1. Similarly, both ey, and eg, can be chosen for 5. Therefore, we have
to consider four possible plans when evaluating the history expression H of e:

H = p[{rh]>a,r[t]>a}
{rallo] > {r1[t] > B, [4] > B} -, ralla] > @' [{r1[6a] > B, r1[64] > 5]}

Consider first the plan m = ri[¢1] | r2[f2]. Then, [H]™ = plafy] is not
valid and 7 is not viable for e, because the policy ¢ is violated. Consider
now my = r1[¢}] | r2[¢5]. Then, [H]™ = p[a’¢'[F']] is not valid and w2 is not
viable for e, because the policy ¢’ is violated. Instead, the remaining two plans,
ri[l1] | r2[€5) and r1[€]] | r2[¢2] are viable for e. O

As shown above, the tree-shaped structure of planned selections makes it
difficult to determine the plans 7= under which a history expression is valid.
Things become easier if we “linearize” such a tree structure into a set of history
expressions, forming an equivalent planned selection {7;>H; - - - 3> Hy, }, where
no H; has further selections. E.g., the linearization of H in Example 11 is:

{rilea] | ralla] > pla- B, ri[la] | ra[ls] > elo- ¢'[6]],
ri[lh] [ ralle] > gl - B A], ] | r2lls) &> pla’ - ©'[8]]}

Formally, we say that H is equivalent to H' (H = H' in symbols) when
[H]7; = [H']}, for each p and plan 7. The following properties of = hold.

Theorem 4. The relation = is a congruence, and it satisfies the equations
between planned selections displayed in the following table.
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Equational properties of planned selections
I 1

H={0H) (1)
{mi> Hi}ier -{mj > H}}jes = {mi | 7> H; - Hj}icq jes (2)
{mi> Hi}icr + {n; > Hj}jes = {mi | 7> Hi + H; }ier jes (3)
el{mi > Hitier] = {mi > [Hi] bier (4)
V({mi > Hi}ier) = {mi > O(Hi) bier (5)
ph.{m; > Hi} = {m; > ph. H; Yier (6)
{mi>{mi ;> Hijtjertier = {mi | 7 ; > Hij}ier jes (7)

Example 12. Consider again the history expression computed in Example 7:
H = {rlta] > glar - 7], rlla] > log -} - {r[la] & (B1), rlta] > ¥ (B2)}
Applying the equation (2) of Theorem 4, we obtain:

(Ba),
(B2)}

H = {r[ta] | r[tr] > @laa -] -9 (Br), rlla] | 7[la] > plaq - 7]
r[lo] | T[] > plag - y] - Y(B1), T[l2] | r[l2] > @lan 4]
= {r[l] > plax -] - P(B1), r[la] > @lag - 7] - p(B2)}

In the last step, we have used idempotency of |, and we have purged the resulting
selection from the plan r[¢1] | 7[¢2], which is not injective. O

1
G

Example 13. Let H = ph. {r[¢1] > a1, r[¢2] > az} - h. Then, using equations
(1), (2) and (6) of Theorem 4, and the identity of the plan 0, we obtain:

H = phAr[t1] > aq, r[la] > as} - {0> h}
= ph{r[ta] [ 0> i - b, 7[lo] [ 0> as - b}
= ph.{r[l] > a1 -h, r[la] > s h}
= {r[l1] > ph.aq - h, r[la] > ph.og - h}

Note that the original H can choose a service among ¢1 and {5 at each iteration
of the loop. Instead, in the linearization of H, the request r will be resolved
into the same service at each iteration. O

Example 14. Consider again the history expression of Example 2. Applying
equations (1), (2) and (7) of Theorem 4, we obtain:

H = {r[t1] > aq - {r'[}] > B, 7' [t5] > B2}, r[la] > a2}
= {r[t1] > {0 ay} - {r'[0)] > B1,r'[65] > B}, r[la] > as}
= {r[ti] > {0 | r'[l}] > a1 - 51,0 | 7'[65] > a1 - Ba}, Tla] > as}
= {r[t1] > {r'[0}] > a1 - B1, 7' [05] > aq - Bo}, T[la] > as}
= {r[t] | P[0} > a1 - 1, T[] | 7[5 > 1 - Ba, T[le] > g} O

We say that a history expression H is linear when H = {m;>Hy - - - m > Hy. },
the plans are pairwise independent (i.e. m; # mj|m for all i # j and ) and no
H; has planned selections.
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Given a history expression H, we obtain its linearization in three steps.
First, we apply the first equation of Theorem 4 to each event, variable and ¢ in
H. Then, we orient the equations of Theorem 4 from left to right, obtaining a
rewriting system that is easily proved finitely terminating and confluent — up
to the equational laws of the algebra of plans. The resulting planned selection
H' = {m > H;y---m > Hi} has no further selections in H;, but there may be
non-independent plans 7; T m; (recall that we discard m; > H; when m; is not
injective). In the third linearization step, for each such pairs, we update H' by
inserting m; > H; + Hj, and removing 7; > H;.

The following result enables us to detect the viable plans for service composi-
tion: executions driven by any of them will never violate the security constraints
on demand.

Theorem 5. If H = {m > H; --- 7 > Hy} is linear, and H; is valid for some
i € 1..k, then H is m;-valid.

Summing up, we extract from an expression e a history expression H, we
linearize it into {71 > H; - - - mx > Hy }, and if some H; is valid, then we can deduce
that H is m;-valid. By Theorem 2, the plan 7; safely drives the execution of e,
without resorting to any run-time monitor. It remains then to verify the validity
of history expressions that, like the H; above, have no planned selections.

7 Verifying validity

The last step in our technical development mechanically verifies the validity of
history expressions with no planned selections. Our technique is based on model
checking Basic Process Algebras (BPAs) with Finite State Automata (FSA).
The standard decision procedure for verifying that a BPA process p satisfies a
w-regular property ¢ amounts to constructing the pushdown automaton for p
and the Biichi automaton for the negation of ¢. Then, the property holds if it
is empty the (context-free) language accepted by the conjunction of the above,
which is still a pushdown automaton. This problem is known to be decidable,
and several algorithms and tools show this approach feasible [22]. Since our
histories are always finite, it turns out that we can use Finite State Automata
instead of Biichi Automata.

Recall however that, as it is, our notion of validity is non-regular, because
of the arbitrary nesting of framings. As an example, consider again the history
expression H = ph.a + h - h + ¢[h]. The language [H]™ is context-free and
non-regular, because it contains unbounded pairs of balanced [, and ], (for
all plans 7, as H contains no planned selections, due to Theorem 5). Since
context-free languages are not closed under intersection, the emptiness problem
is undecidable. To apply the procedure sketched above, we will first manipulate
history expressions in order to make validity a regular property.

7.1 Redundant framings

History expressions can generate histories with redundant framings, i.e. nesting
of the same framing. For example, the history n = apla’¢'[p[e’’]]] has an inner
redundant safety framing ¢ around o”’. Since o’ is already under the scope of

the outermost ¢-framing, it happens that 7 is valid if and only if ap[a’¢'[a”]]
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is valid. Formally, the S-sets of n comprise ¢[{«a,ad’,ac’a’}] for the outer
framing, and p[{ad’, aa’a’’}] for the inner one. Validity requires that all the
histories in {a, ad/,ad’a”} and {aa’, e’’’} obey . Since the second set is
strictly included in the first one, then the inner safety framing is redundant.

Similarly, consider the history n’ = atp(a’¥{a’)). The L-sets of n’ are
Y[{a, ad’, aa’a’}] for the outer framing and [{aa’, aa’a”’}] for the inner one.
Since the first set includes the second one, and validity requires that there exists
a history in the L-set satisfying 1, then the outer framing is redundant.

Removing redundant framings from a history preserves its validity. But
one needs the expressive power of a pushdown automaton, because framings
openings and closings are to be matched in pairs. For example, consider the
following history:

The last [, is redundant if n > m, and is not if n = m.

As a matter of fact, it turns out that it is possible to regularize the safety side
of validity, by removing the redundant safety framings. For the liveness side, this
approach seems not feasible, but, surprisingly enough, a tailored construction
of finite state automata suffices.

7.2 Regularization of safety framings

Below, we define a transformation that, given a history expression H, yields a
H'’ that does not generate redundant safety framings, and H’ is valid if and only
if H is such. Recall that there is no need for regularizing planned selections,
because, by Theorem 5, we will always verify the validity of history expressions
with no selections.

Let H be a history expression with a hole o, and let H = H{H'/e} be a
history expression, for some H'. We say that H' is guarded by ¢ in H when

@ € guard(H), defined as the smallest set satisfying the following equations.
Guards

= guard(H;) ifee€ H,;
guard(H;) if e € H;
{p} U guard(H)

)
guard(Hy + Hy)
guard(p[H])
)
)

quard (Y{(H) guard(H)
guard(ph. H) = guard(H)

Example 15. Let H = @[a-hg-¢'[a/ +hi]]-ha, and let Iiz pla-hg-¢' [’ +e]]-hs.
Then, H = H{h;/e}, and so h; is guarded by guard(H) = {p,¢’}. Similarly,
ho is guarded by {¢}, and hy is unguarded (i.e. guarded by 0). O

Let H be a (possibly non-closed) history expression. Without loss of gener-
ality, assume that all the variables in H have distinct names. We define below
H | .o, the history expression produced by the regularization of H against a
set of policies ® and a mapping {2 from variables to history expressions.
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Regularization of safety framings

eleg=¢ hleo=h alen= a
(H-H)|loo= Hloo -Hloa (H+H)|eoo= Hloao +H |lagn

Hls 0 ifpecd
¢[H lpugpy,0]  otherwise

lH] o0 = {

Hlsn ifp € ®

Y(H) oo = {¢<Hl<b,ﬂ> otherwise

(uh.H) oo = ph.(H'0' o of(un.mya/my o)

where H = H'{h/h;}i, h; fresh, h & fv(H'), and

/(h) h  if guard(H'{e/h;}) C ®
(o i) =
h; otherwise

Intuitively, H|® o results from H by eliminating all the redundant safety fram-
ings, and all the framings in ®. The environment €2 is needed to deal with free
variables in the case of nested p-expressions. We feel free to omit the component
2 when unneeded, and, when H is closed, we abbreviate H | ¢ with H |.

The last three regularization rules would benefit from some explanation.
Consider first a history expression of the form ¢[H] to be regularized against a
set of policies ®. To eliminate the redundant safety framings, we must ensure
that H has neither p-framings, nor redundant safety framings itself. This is
accomplished by regularizing H against ® U {¢}.

A history expression (H) is dealt with by removing the liveness framing
if v € ® (because there is an outer safety framing enforcing 1), otherwise the
framing remains. Note that we could end up with redundant liveness framings,
but they will not prevent us from verifying validity of history expressions.

Consider a history expression of the form ph.H. Its regularization against
® and 2 proceeds as follows. Each free occurrence of h in H guarded by some
®" ¢ @ is unfolded and regularized against ® U ®’. The substitution ) is used
to bind the free variables to closed history expressions. Technically, the i-th
free occurrence of h in H is picked up by the substitution {h/h;}, for h; fresh.
Note also that o(h;) is computed only if ¢’(h;) = h;. As a matter of fact,
regularization is a total function, and its definition above can be easily turned
into a finitely terminating rewriting system.

Example 16. Consider the history expression Hy = ph. H, where H = a+ h -
h+[h]. Then, H can be written as H'{h/h;}ico..2, where H' = a+hg-h1+¢[hs).
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Since guard(H'{e/hs}) = guard(a + ho - h1 + ¢[e]) = {p} L 0, then:

Ho lg = ph. H'{h/ho,h/h1} Ly {Ho |y /h2}
=ph.a+h-h+@[Hpl,]

To compute Hy |, note that no occurrence of h is guarded by ® € {¢}. Then:
Hol, = ph.(a+h-h+¢lhl)l, = ph.a+h-h+h

Since [Ho | ,] = {a}* has no ¢-framings, we have that [Ho |] = ({a}*¢[{a}*])"
has no redundant framings.

Example 17. Let Hy = ph. Hy, where H; = ph/. Ho, and Hy = o+ h - p[h/].
Since guard(H,{e/h}) = (), we have that:

Holog = ph.(Hilogm,/ny)

Note that Hs can be written as H4{h/ho}, where Hj = a + h - ¢[hg]. Since
gquard(H5{e/ho}) = {¢} Z 0, it follows that:

Hi Lo tmo/ny = b Hy Ly (o/n w1y (o /ny 0y {AHU{Ho/h} Lo (m0/m3 /ho}
= ph'.a+ h - plho] {(uh'. o+ Ho - p[]) L. {#0/m} [P0}
=ph'.a+h-o[Hs |, (/)]
=a+h-@[Hzl, (m/m}]

where Hs = ph’. a+Hy-[h'], and the last step is possible because the outermost
w binds no variable. Since guard(a + Hy - ¢[o]) = {p} C {p}:

Hsle, = ph'.(a+Ho-¢[l])]l, = ph'.a+Hol, -
Since {p} contains both guard(H,{e/h}) =0, and guard(H2{e/h'}) = {©}:

Holy = ph. (uh'.a+h-@[0']) Ly = ph.ph' (a+h-o[h']) |,
= ph.uh/.a+h-h

Summing up, we have that:

Holg = ph.a+h-o[Hs |,
Hj |, =ph'.a+ (ph.ph/.a+h-b') - K O

We now establish the following basic properties of regularization, stating its
correctness.

Theorem 6. For any history expression H:
e H | has no redundant safety framings.

e H | is valid if and only if H is valid.
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7.3 From history expressions to Basic Process Algebras

Basic Process Algebras [5] (BPAs) provide a natural characterization of histo-
ries. A BPA process is given by the following abstract syntax, where ¢ denotes
the terminated process, « € Ev U Frm, - denotes sequential composition, +
represents (nondeterministic) choice, and X is a variable.

Syntax of BPA processes

pp == celalpp | p+p | X

A BPA process p is guarded if each variable occurrence in p is within a
subexpression a - q of p. We assume a finite set A = {X £ p} of definitions: for
each variable X, there exists a single, guarded p such that {X = p} € A. As
usual, we consider the process ¢ - p to be equivalent to p.

The operational semantics of BPAs is given by the following labelled tran-
sition system, in the SOS style. We denote with [po, A] the set of the strings
that label finite computations, i.e. {(a;)i|po — --- = p; }. Note that we only
consider finite computations, since our histories are always such.

Operational Semantics of BPA processes

p=p q>q p=p p=p XEpeA
aSe ptg>p ptaSqd pg>p g XSy

We now introduce a mapping from history expressions to BPAs, in the line
of [4, 42]. Again, note that there is no need for transforming planned selections
into BPAs, because we are only interested in the validity of history expressions
with no selections.

The mapping takes as input a history expression H and an injective function
O from history variables h to BPA variables X, and it outputs a BPA process
p and a finite set of definitions A. Without loss of generality, we assume that
all the variables in H have distinct names.

The rules that transform history expressions into BPAs are rather natural.
Events, variables, concatenation and choice are mapped into the corresponding
BPA counterparts. A history expression ¢[H] is mapped to the BPA for H,
surrounded by the opening and closing of the ¢-framing; similarly for ¢ (H). A
history expression ph.H is mapped to a fresh BPA variable X, bound to the
translation of H in the set of definitions A. To avoid the problem of unguarded
BPA processes, we assume a standard preprocessing step, that inserts a dummy
event before each unguarded occurrence of a variable in a history expression.
Dummy events are eventually discarded before the verification phase.

24



Mapping history expressions to BPAs

BPA(z,0) = (s,0)
BPA(0,®) = (a,0)
BPA(h,©) = (6(h),0)
BPA(HO Hl, ) = (po pl,A()UA ) where BPA(HZ,@) = (pzaAz)
BPA(HO + Hl, ) = (p() + p1, AO UA ) where BPA(H“ @) = (pzaAz)
BPA(¢[H],0) = ([p-p-]y,A),where BPA(H,0) = (p, A)
BPA(W(H),0) = ((4-p- )y A), where BPA(H,©) = (p, A)
BPA(uh.H,©) = (X,AU{X £ p}),where BPA(H,©{X/h}) = (p, A)

We now state the correspondence between history expressions and BPAS
The prefixes of the histories generated by a history expression H (i.e. [H ]]
where we omit the plan 7 because immaterial) are all and only the strings that
label the finite computations of BPA(H).

Lemma 7. [H]? = [BPA(H)].

7.4 Finite State Automata for validity

Given a policy ¢, we are interested in defining a formula ¢} and a formula ¢,
to be used in verifying the validity of a history 1 with respect to security policies
within their framings.

As mentioned above, since our histories are always finite and our properties
are regular, FSA suffice for defining the safety and liveness properties we are
using. As an example, let ¢ be the policy saying that no event a,. can occur
after an o, (see Section 2). The finite state automata A, and Ay, are shown
below, which define ¢ and ¢}, respectively. It is immediate checking that the
history [,a]pa. is accepted by Ay, while a;[pac], is not.

Intuitively, the automaton A, | is partitioned into two layers. The first layer
is a copy of A, where all the states are final. This models the fact that we
are outside the scope of ¢, i.e. the history leading to any state in this layer has
balanced safety framings of ¢ (or none). The second layer is reachable from
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the first one when opening a safety framing for ¢, while closing the framing
gets back. The transitions in the second layer are a copy of those connecting
final states in A,. Consequently, the states in the second layer are exactly the
final states in A,. Since Ay, is only concerned with the verification of ¢, the
transitions for opening and closing safety framings ¢’ # ¢, as well as those for
liveness framings v, are rendered as self-loops.

We require that the history 7 to be verified against o[} has no redundant
safety framings, i.e. 7 has been regularized. Hereafter, let the formula ¢ be
defined by the finite state automaton A, = (X, Q, g0, p, F'), which we assume
to have a distinguished non-final sink state. Then, the property ¢(; is defined
through the finite state automaton A, defined below.

Finite state automaton for

Agy = (2, Q q0,0', F')

Y =2U{lp,]es (ws)u | @' € Pol }

Q=F=QuU{qlqeF}

P=pU{(¢pnd]ae FYU{(d]pa)lqeQ}
U{ (G, a,q) | (gi,a,q5) € pAgj € F}
U{(@[e U (@] g€ QN # ¢}
U{(g, (40U (g,):0) | a€Q"}

Likewise, we introduce in a while the finite state automaton Ay, that defines
the property (). However, in this case we allow histories to have redundant
framings. As an example, let ¢ be the policy saying that o4, eventually occurs
with no subsequent a,.x (see Section 2). The finite state automata A, and
Ay ., for ¢ and 9, respectively, are shown below. The history ok (pQsgn )y 18
accepted by Ay, ,, while Qsgn Ok (1 Qrok ) 1S NOt. Also, note that (yausgn rok)
is accepted, and indeed it represents a computation that leaves the liveness
framing as soon as g, has occurred.

Qsgn >1ZJ

-

<wa Qsgn

sgn

«
<w7 Aroyk <w; Qsgn
rvk

The automaton Ay, , consists of three layers. The first layer is a copy of Ay,
and it represents being outside of the liveness framing (- --). The second and
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the third layer model being inside the framing. If you are in the second layer,
then you have already found a history that satisfies the property v, while if you
are in the third layer, you are still looking for. Suppose now that a new framing
(- -} is opened when you are in the second layer, so this is a redundant liveness
framing. If you were in a state that was final in Ay, then you remain in the
second layer; otherwise, you go to the corresponding state in the third layer. If
the redundant framing is opened when you are in the third layer, then you stay
there. If a framing is closed when you are in the second layer, then you can go
back to the first layer, but if you are in the third layer, then you get stuck. The
automaton Ay , is defined in the following table.

Finite state automaton for 1,

A¢<> (E Q QOHO F)
E/ZEU{[%]¢,<¢/,>¢/|(p,§/1'€P0|}
Q=F=QU{¢qlqeQ}
p=pU{(g () lac FYU{(q,(yp,4) | q¢&F}

U{(¢: (v @) g€ FYU{(d,{p:d) g FIU{(G,(p,d) | q€Q}

(Gir . 4;) | (gis 2, q5) € p}

(Gis o, 45) | (giy,q5) €EpAgj € F}

(Gis o, 45) | (gi,,q5) €EpANgs & F}

(G )¢ q),(a,)p,q9) |4 €Q}

(¢ (¢ @)s (@,)ur, ) |a € Q' ANV #4}

([0, )5 (00, )IQEQ’}

{
{
U
u{

Although the policies enforced by the security framings can always inspect
the whole past history, we can easily limit the scope from the side of the past. It
suffices to mark in the history the point in time 3, from which checking a policy
¢ has to start. The corresponding automaton ignores all the events before 3,
and then behaves like the standard automaton enforcing .

We now relate validity of histories with the formulae @) and 1 for the
policies ¢, 1) spanning over 7.

Lemma 8. Let n be a history with no redundant safety framings. Then, 7 is
valid if and only if n |= ¢ and 7 |= ¥y for all o, such that [, (y€ 7.

Since finite state automata are closed under intersection, a valid history 7 is
accepted by the intersection of the automata A, and Ay, for all , ¢ in 7.

Validity of a closed history expression H with no planned selections can
be decided by showing that the BPA generated by the regularization of H
satisfies the given regular formula. Together with Theorem 2, the execution of
an expression in our calculus never violates security if its effect is verified valid.
Thus we are dispensed from using an execution monitor to enforce the safety
properties, and we additionally guarantee the liveness properties on demand.

27



Theorem 9. A history expression H with no planned selections is valid iff:

[BPAHD] = Ney A N\vo

peH YeH

8 Discussion

The essence of the SOC approach resides in a programming paradigm where
loosely coupled, reusable components can be invoked and composed by clients.
A key aspect is the use of the “WS-*” standards, e.g. WSDL for service de-
scription, WS-BPEL for service orchestration, WS-CDL for choreography, WS-
Security for security policies, etc. All these standards feature a call-by-name
mechanism for service invocation. Recent initiatives aim at relaxing this a priori
agreement on the syntax of service interactions, and instead rely on an informal
semantics, based on ontologies. The semantic-web initiative is an example of
this approach [6].

Our type and effects for services extend the WSDL notion of published
interfaces. Besides the standard WSDL attributes, our effects add semantic
information about a service behaviour, in the spirit of WSLA proposal [31].
This additional attribute, namely a history expression, formally is a context-
free grammar that over-approximates the run-time behaviour of services. Also,
this extension impacts on service discovery and selection. In the current Web
service technology, these operations use UDDI registries of services or match-
making algorithms based on semantic ontologies. Our notion of call-by-contract
suggests instead to select a service with a matchmaking algorithm based on
formal semantic abstractions.

Call-by-contract makes the picture complex, because several components
need to cooperate in a trusted manner. First, registries are assumed to be
trusted, in that they certify the agreement between a published type and effect
and the actual behaviour of the service considered. Formally, a registry stati-
cally analyses service code to infer its interface, by the type and effect system
of Section 5. Also, the infrastructure running services must only execute the
published ones, and code updates require certification before use. The actual
mechanism to enforce these aspects of trust are outside the scope of the present
paper, which instead concentrates on certification and planning. In our abstract
model we assume the interconnecting network is reliable, and we do not address
here the classical security problem of confidentiality, identity and availibility.

Our proposal for a semantically-based orchestration outlines the design of an
infrastructure for secure service composition. The call-by-contract invocation
mechanism adds a further layer to the standard remote procedure call. Before
starting the execution of a service, the orchestrator collects the relevant compo-
nents, by inquiring the (possibly distributed) registries. The plans provided by
the orchestrator resolve all the requests in the initiator service, as well as those
in the invoked services. This mechanism differs from the standard one, e.g. WS-
BPEL, with the advantage of offering a way to enforce all the security policies
imposed. The trustfulness of the orchestrator (Theorem 10) follows from our
formal approach, in particular from the soundness of the type and effect system
(Theorem 2), and the correctness of planning (Theorem 4) and of verification
(Theorem 9).
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9 Related work

Process calculi techniques have been used to study the foundation of services.
The main goal of some of these proposals, e.g. [23, 15, 28, 33] is to formalise
various aspects of standards for the description, execution and orchestration of
services (WSDL, SOAP and WS-BPEL). The Global Calculus [18] addresses the
problem of relating orchestration and choreography. As a matter of fact, our
A4 builds over the standard service infrastructure the above calculi formalise.
Indeed, our call-by-contract supersedes standard invocation mechanisms and
allows for verified planning.

The secure composition of components has been the main concern underlying
the design of Sewell and Vitek’s box-m [41], an extension of the m-calculus that
allows for expressing safety policies in the form of security wrappers. These
are programs that encapsulate a component to control the interactions with
other (possibly untrusted) components. The calculus is equipped with a type
system that statically captures the allowed causal information flows between
components. Our safety framings are closely related to wrappers, but in [41]
there is no analog of our liveness framings.

Gorla, Hennessy and Sassone [27] consider a calculus for mobile agents which
may migrate between sites in a controlled manner. Each site has a membrane,
representing both a security policy and a classification of external sites with
respect to their levels of trust. A membrane guards the incoming agents before
allowing them to execute. Three classes of membranes are studied, the most
complex being the class of policies enforceable by finite state automata. When
an agent comes from an untrusted site, all its code must be checked. Instead,
an agent coming from a trusted site must only provide the destination site with
a digest of its behaviour, so allowing for more efficient checks.

A different approach is Cook and Misra’s Orc [36], a programming model
for structured orchestration of services. The basic computational entities or-
chestrated by Orc expressions are sites. A site computation can start other
orchestrations, locally store the effects of a computation, and make them visible
to clients. Orc provides three basic composition operators, that can be used to
model some common workflow patterns, identified by Van der Aalst et al. [21].

Another solution to planning service composition has been proposed in [34],
where the problem of achieving a given composition goal is expressed as a con-
straint satisfaction problem.

From a technical point of view, the work of Skalka and Smith [42] is the
closest to this paper. We share with them the use of a type and effect system
and that of model checking validity of effects. In [42], a static approach to
history-based access control is proposed. The A-calculus is enriched with access
events and local checks on the past event history. Local checks make validity a
regular property, so regularization is unneeded. The programming model and
the type system of [42] allow for access events parametrized by constants, and
for let-polymorphism. We have omitted these features for simplicity, but they
can be easily recovered by using similar techniques.

A related line of research addresses the issue of modelling and analysing
resource usage. Igarashi and Kobayashi [30] introduce a type systems to check
whether a program accesses resources according to a user-defined usage pol-
icy. Our model is less general than the framework of [30], but we provide a

29



static verification technique, while [30] does not. Colcombet and Fradet [19)
and Marriot, Stuckey and Sulzmann [35] mix static and dynamic techniques to
transform programs in order to make them obey a given safety property. Besson,
de Grenier de Latour and Jensen [7] tackle the problem of characterizing when
a program can call a stack-inspecting method while respecting a global secu-
rity policy. Compared to [19, 35, 7], our programming model allows for local
policies, while the other only considers global ones.

Recently, increasing attention has been devoted to express service contracts
as behavioural (or session) types. These synthetise the essential aspects of the
interaction behaviour of services, while allowing for efficient static verification
of properties of composed systems. Session types [29] have been exploited to
formalize compatibility of components [45] and to describe adaptation of web
services [17]. Security issues have been recently considered in terms of session
types, e.g. in [13], which proves the decidability of type-checking in an exten-
sion of the m-calculus with session types and correspondence assertions [50].
Our A7 has no explicit primitive for sessions. However, they can be suitably
encoded, via higher-order functions.

Other papers have proposed type-based methodologies to check security
properties of distributed systems. For instance, Gordon and Jeffrey [26] use
a type and effect system to prove authenticity properties of security protocols.
Web service authentication has been recently modelled and analysed in [8, 9]
through a process calculus enriched with cryptographic primitives. In partic-
ular, [10] builds security libraries using the WS-Security policies of [3]. These
libraries are then mechanically analysed with ProVerif [11].

10 Conclusions

We have enriched the A-calculus with primitives to express service composition
under security constraints, as a first step towards the design of programming
constructs to publish, select and compose services on top of a semantic theory.
The security requirements are safety and liveness properties over (an abstraction
of) execution histories. These properties have a local scope, possibly nested.

We have used a type and effect system to extract from a given program a
history expression, i.e. a safe approximation of its run-time behaviour that also
includes plans, i.e. which services can be selected to serve requests. Indeed,
plans drive service composition, so to achieve the task assigned while respecting
the security constraints. A history expression is valid (under a plan 7) when
it represents execution histories (driven by m) that never violate the security
policies within their scope.

To verify the validity of history expressions, we have exploited model check-
ing over Basic Process Algebras and Finite State Automata. However, nesting
of scopes makes validity non-regular, and has required us to transform history
expressions (technically, to linearize and regularize them) so that model check-
ing is feasible. When a history expression of a program e is verified valid under
a plan 7, then e will never go wrong. Therefore, at run-time it suffices to fol-
low the plan 7 to enforce the required safety and liveness properties without
resorting to any run-time monitoring.

The main result of this paper is resumed by the following theorem:

30



Theorem 10. Let ', H F e : 7, for e closed, and let H' = {my > Hy - - -7 > Hy }
be the linearization of H. If H; is verified valid for some i € 1..k, then the
execution of e with plan 7; will never go wrong.
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A Proofs

B Type safety

To prove that our type and effect system for A\™? is correct, it is convenient to
define a variant of \"? where explicit framing events replace safety and liveness
framings. Indeed, A™9 only generates plain event histories, while the semantic
interpretation of history expressions comprises histories with framing events.
This new language is called Af. Its syntax is much the same as A9, the only
differences being that there are no policy framings, and events 4 may belong to
EvUFrmU{ ), | ¥ € Pol}. The special framing event ), delimits an expression
that has already fulfilled a liveness requirement ¥, but it has not exited from the
framing (- - -) yet. The small-step operational semantics of A\ is given below.
The rules are similar to those of A™?, with the difference that in A a transition
is possible only if the new history is valid. Since execution starts from the empty
history (which is valid), then validity is preserved by evaluation. Note that, for
simplicity, we allow A* to generate also non well-formed histories (i.e. histories
that are not prefixes of balanced ones). However, we define below the encoding #
of A7 in A\f, which ensures that, for all e € A" | the histories generated during
the evaluation of ef are always well-formed. The set Cls below denotes all the
events that close the scope of a framing, i.e. Cls = {],, )y, ), | ¢ € Pol}.

Operational semantics of \!

ner—zn,er EN (e2 #)y or En)y)

— (Ef-App1)
1, €162 —»x 17, €1€2

nex —»xn,eh En ex & Cls

’ /
nve2 —»x 11,V €

(Ef-Arp2)

N, (Azx.e)v —r n,e{v/xz, A x.e/z} (Ef-ABSAPP)

=B
———  (Ef-Ev) n,if btheney elseey —x 0, epp) (Ef-IF)
, B~z 775, *
En o T ESNV T m=rll] |
le (Et-SF) g (Et-REQ)
M,V =r e, v 1, (req, T)v =z 1, e0v

=)y

7]7 €>w 7 773 e>>1/;

(E4-LF1)  mv)y = n)y,v (EFLF2)

We now define an encoding # of A™? in A%, It will be used in Lemma 12 to prove
that the behaviour of a A\™4 expression e is equivalent (in a sense that will be
formalized later) to the behaviour of its encoding ef. Note that the repository
Srv* in the rule (Ef-LF2) comprises all the services eg : 7, such that ey : 74 € Srv

(types are computed by the type systems for A\*, given below). The mapping 4
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is defined inductively as follows:
=z of =a (if bthenegelsee;)’ = if bthene) elsee’

(A.z.e)f = Nz el (eger)t = eg e§

gp[e]ﬁ = [so?en]sa ¢<€>ﬁ = <sa?en>so (reqTT)n =Treq,T

Note that a safety framing [e] is mapped to the expression [,;ef],. This is
justified by looking at the following computation of p|e]*:

m, [so?en]w = 1p, eﬁ]w =" nlen’s vle = nlen]e, v
Note that translating ¢le] to [,;e;], is incorrect, because the computation of
¢[e]* would have the following form:

o€l = les il =" mlons vile = ulen’, o
and thus the value v would be incorrectly discarded.

It is convenient to characterize the A\f expressions that are obtained by en-
coding A\ expressions. This will be used later, together with Lemma 11 below,
when establishing our type safety result. The following well-formedness crite-
rion, telling that a closing framing event may only occur as the second term of
an application, will suffice for our purposes.

Definition 1. We say that a A\f expression e is well-formed when:
sec=xe=zxe=aqa,e=req,rT,ec Frm\Cls, or
e ¢ = \,x.¢/, and €' is well-formed, or
e ¢ = if bthenegelseeq, and both eg and e; are well-formed, or
e e = ¢peq, e is well-formed, and either e; is well-formed or e; € Cls.

Note that not all well-formed \* expressions (e.g. al,) are encodings of A4
expressions. However, the following lemma states that the converse is true:
the encoding of a A\™? expression is well-formed. Moreover, well-formedness is
preserved by the semantics of \f.

Lemma 11. For each eq € A\™?, well-formed e € \*, and history n:
(11a) eg is well-formed.
(11b) if n,e —, 0, €, then €’ is well-formed.

Proof. For (11a), we proceed by induction on the structure of eg. The only
interesting cases are ey = ¢[e;] and eg = ¢(e1). In the fist case, we have that
el = [p3 el le = (A€l lo) [ is well-formed, because both [, and ¢! are such. The
second case is similar.

For (11b), we proceed by induction on the depth of the proof of n,e —, 1, €.
The base cases are trivial. For the inductive case, we have to consider the last
rule applied in the derivation.
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e case (Ef-Appl). Let e = egeq, and ¢’ = eje;. Then:

neo—»xn ey En (e1 #)yor FEn)y)

ror
1, €0€1 =7 11, €p€1

By definition, either e; is well-formed, or e; € Cls. By the induction
hypothesis, e, is well-formed. Then, ¢’ = efje; is well-formed, too.

e case (Ef-App2). Let e = vey, and €’ = ve). Then:

ner -0,y ergCs [En

’ ’
nver —»x ,ve;

Since e = wve; is well-formed and e; ¢ Cls, then both v and e; are well-
formed. By the induction hypothesis, e} is well-formed. Then, e’ = ve] is
well-formed, too.

e case (Ef-SF).

=y

7, 0]e = N, v

Since e = v],, is well-formed, then e’ = v is well-formed, too.

e case (Ef-LF1).

= 1)y

1, €0)yp —r 15 €0))y,

Since e = €g) is well-formed, then e is well-formed, and so also €’ =€),

e case (Ef-LF2).
100y =m 1)y,

Since e = v}),, is well-formed, then e’ = v is well-formed, too.
o case (Ef-ABsAPP). Let e = (A\x.e0)v, and e’ = eo{v/x, \;x.€0/2}.
N, (Azx.€0)v 7 1, e0{v/z, A yx.60/2}

Since e is well-formed, then both ep and v are such (note in passing that
it cannot be v =|, or v =), because |,, ), are not values). It is easy to
prove the following statement, by induction on the structure of e:

Vi, e,e’ € M. e, e well-formed = e{e’/z} well-formed
Therefore, e/ = eg{v/x, \,x.e9/2} is well-formed.
o case (Ef-IF). Let e = if btheney elseey, and e = egy).
n,if btheney elseey —r 1, €50

Since e is well-formed, both ey and eg are well-formed, too.
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o case (Ef-REQ). Let e = req,7 and ¢’ = ¢;. Then:

er:meSNV maT m=r[l|x

0, (req,7)v —x 10, egv

Since eg is well-formed by (11a), so is eg v. O
To establish the correspondence between A\ and A, we introduce an alter-
native semantics for A\ called policy-tracking semantics. This new seman-
tics is used as a bridge between the two languages, and it has transitions
n,e,®, U — . 7' e/, ® U that explicitly record the sequences ®/¥ of the ac-
tive safety/liveness framings. To record entering a framing, we use the events
[, and (y, i.e. ¢[e] is rewritten as [,; p[e]. We record the fact that an expres-
sion e has succesfully exited the scope of ¢ with the special framing ¥ {(e)),
ie. m,p{e) —, n,e is rendered as n,¥{e), D, ¥ — . n,¥{e),®, V. Values v
can always exit from a framing ¢ {(v)). For well-typed expressions, the “policy-
tracking” semantics is equivalent to the “policy-framing” one, modulo the events

that tell when framings are entered, and the special framings ¥ {(e)).
We now define a backward translation b from A* to the policy-tracking A7 :

=« (if bthenegelsee;)’ = if bthene) elsec

V=l W=l (el =rad  (we) =cé (e ¢Cls)

(ele)” =¢le’]  (e)y) =v()  (e),) =v(e)  (reqT) =req,T

Note that b is not the direct inverse of #, but it becomes such when we consider

the policy-tracking A" . For example, we have that gle]* = [,;ef],, while
(lps€%p)” = [25(€%],)" = [p3l(e!)’]. Recall that [y;@[e] is just the way a

standard framing ¢[e] is encoded in the policy-tracking A™? .

The following lemma establishes the equivalence between A" and Af: each
transition in A may be mimicked by a (policy-tracking) transition in A™¢ , and
viceversa. The sequences ®(n)/¥(n) contain the active safety/liveness policies
of 1, and are defined as follows:

Ple)=¢ P(na) = (n) D(nly) = @(n)yp
(n(y) = @(n) D(1)y) = D(n) (npln']) = @(n)
U(e)=¢ U (na) = ¥(n) (n(y) = ¥(n)

U(nly) = ¥(n) (nl,) =¥(n) U(np(n')) = ¥(n)

Lemma 12. For all M expressions eg, e1, histories 7 and plans 7:
g,e0 »5 el = e,el,e,e =5, el B(n), U(n) (12a)
Moreover, for all \™? expressions eg, €1, histories 7 and plans m:
#

87607878_): ’]7,617@,\1/ — 377]7671 L E,€ _»:r ﬁ7él (12b)

where 7> =1, 1° = e, ® = ®(}), and ¥ = ¥(7).
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Operational semantics of \™? with active framings
I 1

m, €1, (I>7\IJ —r 77/56/17(1)/7\1}/

— — (E2-ArpP1)
7]761625@7\11 —r 7 361627(1) 7\11

mn, ez, (I)a v —r 7]/7 6/27 (b/a \I’/

————  (E2-App2)
n,ve, P, ¥ —- n',vey, P, ¥

N, (Azx.e)v, @, ¥ -, n,ef{v/z, \,x.e/2}, P, (E2-ABSApP)
n,0, P, ¥ —, na,*, &, ¥ (E2-EV)
n,if btheney elseey, @,V — 0, epp), ®, ¥ (E2-Ir)

nEe
0, (o, @, ¥ —rn, %, P, ¥

(E2-SF1)

77767(b7w_>77 77/76/’@/’@/ 77/ ':<p
n,¢lel, @, ¥ =z 1, ple’], @7,

nEe
n, e, o, ¥ —r n,v, @,V

(E2-SF2)

(E2-SF3)

m, <w,(1>7\11 —r 777*7¢, \I/’(b (EQ—LFl)

77767(b7w_>77 77/76/7(bl7m/ 77/ %w

E2-LF2
77a¢<6>7¢)a‘1/—’ﬂ 77/7w<e/>7(1)/a‘1’/ ( )
nEv (E2-LF3)
n,¢(e), @, ¥ —r n,1p(e), P, ¥
n,e, 0, U — 1 e, o v
(E2-LF4)

,'77 w<<e>>’ ¢7 \Il _)71' 77/7 1b<<el>>7 @/7 qj/
n, v {v), ®, V) —, n,v, &,V (E2-LF5)

e €SV T w=rl] |7

(E2-REQ)
N, (req,7)v —x n,e0v

Proof. For (12a), we proceed by induction on the number of steps. Assume
that €,eq =% 71,e1. We prove that:

Mye1 = Mo, ea = 15, €5, ®(m), U(m) =% 0, e, B(n2), ¥(n2)

We further induce on the derivation of 71, €1 = 12, e2. There are the following
exhaustive cases:
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e case (Ef-Ev). Let e = 3, e2 = * and 12 = 1 5. Then:
= mpB

nlaﬂ 7 7715;*

There are two cases. If 8 € Ev, then 05 = (11 3)> = 58, ®(n2) = ®(m),
T(ny) = W(m), 5 = 3 = B, and €} = ¥> = . Thus, by (E2-Ev):

1, B, @), ¥(n1) —x 0}, %, @(n2), (1)

Otherwise § € Frm\ Cls, because [ is well-formed by Lemma 11. If 8 = [,
then 75 = (m[,)" = 1}, ®(n2) = ©(m)e, V() = ¥(m), €] = [2= [,
e} = #” = x. Then, by (E2-SF1):

s lor @), U () =5 01, %, @ (1), ©(m)
The case § = (y is similar, and it uses the rule (E2-LF1).
e case (Ef-ABsAPP): Let e; = (A z.e)v, ea = e{v/x, \x.e/z}, 12 = n1.
m, (Azz.e)v =5 m,e{lv/x, \x.e/z}
Then, €} = (\.z.¢’)v”. By (E2-ABsAPP), we have that:
s (s )", @ (), W) —r 0, {0 fa, Noe® [z}, ®(m), ¥ (1)
The following statement can be easily proved by structural induction:
Veo,e1 € M. (eo{er/a})’ = eb{e) /x} (8)
By (8), €, = (e{v/z, \,w.e/2})° = (" {v° /2, \,x.€”/2}).
e case (Ef-SF): Let e; =v], and es = v.
= 771]40

M, vle = M, v

Here ¢} = (v]y)" = ¢[v’], €} :
®(m) = ®p, and V() = W(m],). Since 11], is valid, then 7} = .

Then, by (E2-SF3):

m e

7, o[v°], @, U —. nh, 0, &,

e case (Ef-LF1): Let e1 = ¢)y and ez = e)),.
Em)y
M, €y —r M5 €Ny,

Here €} = (e)y)” = 1(e”), and e} = (e>>w)b = 1((e)). Since n1)y is valid,
then 17? = ¢ (by construction, none of the past histories inside the framing
satisfies ¢). Then, by (E2-LF3):

mEe
b b b\
7717‘?[11 ]7(1)7@%# m,v 7(1)7\11
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e case (Ef-LF2): Let e1 =v)),, and ez = v.
., v>>qp 7w 771>1l17 v

Here ¢} = (v>>w)b = P((v°), €4 = v°, U(n)y) = ¥ for some ¥ such that
V() =W, and ®(n1) = ®(m),). Then, by (E2-LF5):
hE

(
v

e the cases (Ef-Apprl), (Ef-APP2), (Ef-IF), (Ef-REQ) are straightforward.

), @, Uep — 13, 0", D, W

For (12b), we prove that, for all A4 expressions eq, e; and histories 7:
€,e0,€,6 = n,e, P,V —
I, e1: e’ = e, =n, () =2, U() =V and &, ¢f —" 7,1

We proceed by induction on the number of steps in €, eg,e,e —% n,e1,®. For

the base case, we have that ,eq, e, =2 ¢, €9, ¢,¢, and €, el -2 ¢, eg. Then we
#

are done, because (eo)b = ep. For the inductive case, assume that ¢, eg,ec,e =%
m,e1, P, ¥i. We prove the following inductive step:

N, e1, @1, U1 —7 M2, e2, P2, ¥ =
I, €20 €0 = e, 1" =12, B(112) = P2, U(1j2) = Vs, and
N1, €1 ~x N2, €2
We proceed by a further induction on the derivation of 01, e1, @1, V1 — 12, €2, o, Us.
There are the following cases (the omitted ones are straightforward):
e case (E2-Ev). Let e; = o, and ey = *.

m, o, @1, ¥y — nro, x, @1, Wy

By the induction hypothesis (on the number of steps), €1 = a, 71” = 71,
O() = @1, ¥(11) = ¥y and 73 is valid. Choose €3 = * and 7, = M a.
Then, &’ = % = es, ﬁgb = ﬁlba = ma = 1. Since 7 is valid, by
definition of ®(), we have ma |= ¢ for all ¢ € ;. Thus, M« is valid, and,
by (Ef-Ev):

Ema

N, 0= MO, *
e case (E2-ABsArp). Let e; = (A\z.e)v, and ez = e{v/x, A\ ,z.e/z}. Then:
m, (Azz.e)v, @1 —r m,e{lv/x, A\ z.e/z}, Py

By the induction hypothesis (on the number of steps), we have 77 and é;
such that 71" = 1, €° = ey, ®(1) = @4, and 1y is valid. By definition
of b, it follows that ¢ is of the form (\,z.€)7, where & = e and 7° = v.
Then, by (Ef-ABSAPP),

T, (A2.8)0, >, 1, e{0/x, \,x.€/z}

By (8), (e{v/z,\,x.€/2})° = e’ {0/, (\.2.€)°/2} = e{v/w, N\ ,x.€"/2} =
e{v/z, \x.e/z} = es.
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case (E2-SF1). Let e; = [, ez = *, then:

mEe

N, [y @1, W1 —7 n1, %, 1o, ¥y

By the induction hypothesis (on the number of steps), €1 = [, m” = 11,
®(7) = @1, Y1) = ¥y and 7y is valid. Choose €3 = * and 72 = 71 [,.
Then ¢1” = [y, &° = *, ®(72) = ®([,) = 2(7)p = Pryp, and V(1) =
U(ml,) = ¥;. Since n’lb =1 = @, then 71, is valid, and, by (Ef-Ev):

': ﬁl[so
M o= Mlp, *

case (E2-SF2). Let e; = ples] and ez = @[eq].

n,e3, P, Uy —r 2, eq, P2, Ws 12 =@

N, eles], @1, U1 —x 02, @lea], Pa, Uy

By the induction hypothesis (on the derivation), there are m, 72, €3, €4
such that ’Iﬂb =1, szb =2, égb = e3, 621b = ey, (I)(ﬁg) = Py, \11(772) =,
and 11, €3 —r 12, €1, with 75 valid. Let €; = €3]y, and €3 = €4],. Then,
e1” = plez’] = ples], and &° = p[es’] = p[eq]. Thus, by (Ef-App1):

Mm,€3 1,62 Em o #)e

M1, 673]90 — 12, €4]<P
case (E2-SF3). Let e; = p[v], and eg = v.
m, @[UL (I)QO, v —x M1, 7, (I)a v

By the mductlon hypothesis (on the number of steps), €1 = 9], with ¥ such
that @° = v, 7" = n1, ®(1; )=<I><p, U(n) = VU, m E p and 77 is valid.

Choose ¢ = ©. Then, €;° = ¢[o°] = ¢[v], & = ?* = v, ®(],) = @,
W(171],) = . Choose 72 = 7i],. So, 1 is valid and 75” = ;. By (Et-SF):
= mle

m, 77]90 7w ﬁl]tpa v
case (E2-LF1). Let e; = (y, e2 = *, then:

m, <'¢17 q)la \Ijl —x M1, %, (I)la \Ijldj

By the induction hypothesis (on the number of steps), &1 = (o, =,
®(m) = 1, ¥(1) = ¥y and 7 is valid. Choose ¢ = x and 77 = ﬁ(
Then €;" = (,, €&" =, ®(112) = P(i(y) = 1, and V() = V(7 (y) =
U (n1)y = Uyep. Since m” is valid, then 71y is valid, and, by (Ef-Ev):

=71y
M, (= M (e, *
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e case (E2-LF2). Let e; = 1)(e3) and es = ¢{ey).

N, e3, L1, Uy —5 M2, eq, P2, Uy mo @
M1, (es), @1, U1 —x 2,9 (ea), P2, ¥

By the induction hypothesis (on the derivation), there are my, 72, €3, €4
such that ’Iﬂb =1, szb =2, égb = e3, 621b = ey, (I)(ﬁg) = Py, \11(772) =,
and 71, €3 —» 172, €4, with 72 valid. Let €3 = é3)y, and é3 = €4)y. Then,
e1” = (&s”) = (es), and &° = (es®) = 1ples). Since 1o = 1, then 72)
is not valid. Thus, by (Ef-ApP1):

M,€3 > M2, €1 FEm M)y

M, €3(Y) — 172, €1(9)
o case (E2-LF3). Let e; = ¢(e) and ey = ¥((e)).

mEY
771a¢<€>7q)1; Uy —n 7]171/)«6»’ Q1,0

By the induction hypothesis (on the number of steps), we have ¢; and 7
such that €;° = e; and ﬁlb =11, with 77 valid. Then, €; = &), for some €
such that & = e. Choose é; = €) - Then, &’ = (é>>w)b = (@) = p(e)).
Since m = 9 and 7y is valid, then also 71)y is valid. Then, by (Ef-LF1):

= 1)y

M, €y —m M5 €Ny,

e case (E2-LF4). Let e; = ¥{(es) and eq = 1h{(eq)).
N, e3, 81, Uy —7 M2, 64, Po, Uy
n, ees)), 1, Ui —x m2, ¥ (eq)), P2, U

Similarly to the case (E2-LF2), let €3 = €3)y, and €2 = €4)y. Then,
&’ = v{(e3”) = ¥((es)), and &° = y(es”)) = ¥{(ea). Thus, by (Eg-Arpl):

n,€3 — M2, €1 =R

M5 €3)) = M2, €4y,
e case (E2-LF5). Let e; = ¢{(v)), and eg = v.

7717¢<<U>>a q)v \I/,l/] —x T, V, (I)a v

By the induction hypothesis (on the number of steps), €1 is of the form
v)),, with v such that 7 =, M =mn, ®(m) = @, U(i71) = ¥ep and 7,
is valid. Choose é; = ©. Then, é&° = ¥({(@") = ¥({(v), &° = * = v,
(I)(ﬁ1>¢) = (I) and \p(ﬁ1>@) = \IJ ChOOSG 7’72 = ﬁ1>¢ Then, ﬁgb = ’Iﬁb =M,
and, by (Ef-LF2):

ﬁ17@>>¢—»771>w75 L
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Type and effect system for \*

Doebyscunit (Tg-Unit) D, BFy B:unit (Tg-Ev)

F;xIT;ZtTiT/,HhielT/
Iebya:T(z) (T-Var) 7 (Tt-ABs)
Debgy Aze:7 — 7

F,Hl—ﬁetTH—N>T/ IH' Fye':7 e ¢Cls
I''H-H -H'tFyee : 1

(Tt-APP)

I'Hbge:T (T4-SF) D Hbge:m Be{)y, )y}
IHl,Fyelp:T L H)yybyef:r

(T$-LF)

I'N'Hrgye:r T''Hbye o7 I'HbEge:T
(Tg-Ir) (T-WKN)
I'HFyif btheneelsee : 7 I'NH+H' bFye:r

T/:@{TEBE[@] To | eo:Te esSnt A TR T}

et reqr:7 (T#-Req)

We now introduce a type and effect system for A*, that resembles that for A7,
with the exception that it also deals with framing events. By (T#Ev), an
opening framing event [, is typed in the same way as standard access events. A
closing event ], cannot be typed alone: the only rule that deals such an event
is (T4-SF), which requires ], to be applied to an expression e. Roughly, this is
because our encoding of A" in Ay maps a policy framing ¢[e] to the expression
[0 €"],, (see the proof of the following lemma for details). The operator &* acts
as @, but it discards the constraints on the request type, e.g.:

(unit el unit) @5[4} (unit = unit) = unit R ) RN

We now prove that typing a A™¢ expression and its encoding in A yields “equiv-
alent” history expressions. The only difference is in that constraints on request
types are maintained in A% and discarded in Af. For example, consider e =
(req, unit LR unit)x and ey, = Ao, with Snv¥ = Srv = {ey, : unit = unit}.
Then, {r[¢1] > ¢[a]} F e : unit, while {r[¢1] > a} Fy e : unit.

Lemma 13. If I, H I- e : 7, then there exist H’,7’ such that (i) ', H' I e* : 7/,
(ii) ([H]™)* = ([H']™)°, and (iii) if H is w-valid, then H' is 7-valid.

Proof. By induction on the depth of the proof of ' H e : 7. The only
interesting case is when the rules (T-SF) or (T-LF) have been applied. The
proofs are similar, so we only consider the first case. We have:

IHrEe:T

T,o[H|F ¢le] : T
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By definition of #, ¢le]* = [,;ef], = (As.€¥],)[, for 2 fresh. By the induction
hypothesis, I', H" e? . 7/. Tt is easy to prove, by induction on the typing
derivation, the following weakening result:

I'H bye:r = Tix:7 ,H' bye:7m ifa ¢ fo(e) 9)
H- H-
Now let z : unit =22 7/, Then, I'; z : unit ﬁ,H’ kg ef : 7/, and we have
the following typing derivation:

H'-
F;z:unitﬁT’,H’ Fyef o7

H'-
T; 2 : unit e, ' H' |, by ety 7

Dye by A.ef]y o unit Hle, L, by [ unit

Ly [p-H" ]y by ()\-en]sa) [p: T/

The obtained history expression fulfils the lemma, because, by the induction

hypothesis, ([[,-H"],]")" = ([H']")" = ([H]") = ([¢[H]]")".
Note in passing that the case (T#-App) is trivial, because if e = egey, then

ef = e%e% never takes the form e’],,, by definition of the encoding f. O

Subject reduction holds for Af. It states that, if a A\ expression e is typable
with effect Hy, and there is a transition g, eg — 11, €1, then e; is also typable,
with an effect Hy such that 7;[H1]™ is more precise (i.e. it contains fewer histo-
ries) than no[Ho]™. Note that we only admit well-formed expressions. As stated
in Lemma 11 above, this is not a restriction, because the transformation of a
A" expression e under f is always well-formed.

Lemma 14 (Subject Reduction). If T', Hy F; eg : 7 and 19, g —= 11, €1, for
eo closed and well-formed, then there exists H; such that I', H; Fy e; : 7 and
m[H1]™ € no[Ho]™.

Proof. By induction on the depth of the proof of I', Hy I e : 7. For the base
case, note that neither (T#-VAR) nor (T§-UNIT) can be used, because the former
rule types variables x, which are not closed, while the latter rule types *, which
does not admit further transitions. Therefore, the base case involves the rule
(TH-Ev). Let eg = 8, and Hy = 8. Then, by (T#-Ev):

I,BF4 B unit
Let eq = *, and m1 = no8. By (Ef-Ev), we have that:
= 108

77076 > 7705; *

By (Tg-Unit), I',e by @ unit. Let Hy = €. Then, n [H1] = nofe = no[Ho].
For the inductive case, consider the last step of the typing derivation. We
only have the following cases:

e case (TH#-App). Let ey = ee’, with €’ € Cls, and Hy = H - H' - H"”. Then:

F,Hl—ﬁetTH—N>T/ IH' ke :7 e ¢Cls

I'H-H -H'bFyee : 7
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We have the following three further subcases, according to the rule used
to deduce 19, eq =7 M1, €1.

1. If (T4-Appr1) has been used, then:

Mo, € —>xn 7]1;6” ':nl

Mo, ee’ - M, ee
Let e; = €”¢’. By the induction hypothesis, there exists H; such that
T,Hi e T 2, 7 and m[Hi] € no[H]. Then, by (T§-App):

T Hbyei7 25 D H byeir e ¢ Cls

I''H{-H -H'lFye'e : 1

Let Hy = H|-H'-H". Then, y;[H1] = m [H{][H' - H"] C no[H][H' - H"] =
nolH - H' - H"] = no[Ho].

2. If (E4-Apr2) has been used, then e = v, and:

no, e —xm,e’ Em e ¢Cls

o, ve' —x 11, ve"

Let e; = ve”. By the induction hypothesis, there exists H; such that
I H b e . 7 and m[H]] C no[H']. Since e is a closed value, then
H =¢e. By Lemma 11, €” is well-formed, so e” ¢ Cls. Then, by (Tt-App):

P,E"n@ZTH—>T/ VH{ e’ 7 e #],

Ie-H{-H'Fyele 7
Let Hy = ¢- Hj - H”. Then, m[Hi] = m[H{][H"] € no[H'][H"] =
770[[H/ . HNH = 'I]()Ho.
3. If (E4-REQ) has been used, then e = req, 7, ¢ = v, and:

e €SNV T, m=rl] |7

10, (teq, 77 )V —x 10, €hv

By (T#-REQ), it follows that:

"

H
T—1 =W 693[@’] T | ep Ty €SV A T R T}

Let ey, ... eq, be the services such that 7, =~ 7,, and let 7, = 7; H, 7/ for
i€l.n. Then, H=H' =¢,and H' = {r[t1] > Hy---r[(,] > H,}. Since
Ty & T, there exists k € 1..n such that ¢ = £;. By construction of Srv, we
have that ey, : 74, € Srv implies Hy & ey, : 1¢,. Let H; = Hj. Then:

no[Hol™ = mole - & - {r[ta] > Hy - r[bn] > Hp} ]I = o [Hy ™ = no[Ha]™
e case (T-SF). Let Hy = H], and eg = €],. Then:
INHbFge:T

I'VH ], bpelp: T
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We have two further subcases, according to the rule used to deduce 79, ey —
m,e1 (note that the rule (Ef-App2) cannot be used, because it requires
e1 ¢ Cls). If (Ef-App1) has been used, then:

N, e —~xni,€  Em

Mo, e]tp > M1, e/]ap

Let e; = €'],. By the induction hypothesis, there exists H' such that
I'H' g€ o7, and n[H'] C no[H]. Then, by (T§-SF):

VH byel o7

IVH kg€, T
Let Hy = H'J,.. Then, m[Hy] = m[H'] o € molH] )y = ol Ho].
Otherwise, if (Ef-SF) has been used, then:

= 770]40

Mo, U]g@ ' nO]Lpa v

Let eg = v]y, 1 = v, and 11 = 1Mo, As a premise of (T§-SF), we have
that I', H 4 v : 7. Since v is a closed value, then H = ¢, and hence
H = E]Lp :]90. Let H1 =¢£. Then, ’I’]l[[Hl]] = ’I]()LPE = ﬁo[[Ho]]

case (T4-LF). Let Ho = H), and eg = ef3, with 8 € {)y, )),,}. Then:
NHEge: T
F,H'>w |—ﬁ e,@ T

We have the following three subcases, according to the event § and to the
rule used to deduce 19, €9 = 11, €1 (note that the rule (Ef-ApPpP2) cannot
be used, because it requires e; & Cls). If (Ef-App1) has been used, then:

no,e =z m,€  Em  (BF#)y or Emno)y)

Mo, eﬂ —x 11, elﬁ

Let 8 =)y and e; = €’),. Then, ' = 9, and by the induction hypothesis,
there exists H' such that I', H' by €' : 7, and m [H'] C no[H]. By (T§-LF):

DH bye 7

F,H/'>w |—ﬁ e/>w T
Let Hy = H'-),,. Then, mi[H1] = m[H'] )y S mo[H] ), = no[Ho]-
Otherwise, if 5 =), and (Ef-LF1) has been used, then:
= 10)y

10, €)y nan»w

Let eg =€)y, e1 =€), and 11 = no. By (T¢-LF):
NNHEge: T

F,H'>w |—ﬁ e>>w T
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Let Hl = Ho. Then, m [[Hlﬂ = no[[Ho]].
The last subcase is when 3 =), and (E¢-LF2) has been applied:
Mo, U>>1p > n0>w’ v

Let eg = v)), e1 = v, and g1 = 1)0)y. As a premise of (T¢-LF), we have
that I' H 4 e : 7. Since v is a closed value, then H = e. Thereby,
H = E>w =>w. Let H1 = €. Then, nl[[Hlﬂ = 770>¢6 = Uo[[Ho]].

o case (Tt-IF). Let eg = if btheney else ep, then:

DVHobFgpey:m I Holypeg:T

I'Ho by if btheney elseey : 7
Then, by (Ef-Ir):
no,1f btheney else ey —x Mo, €5(p)
Let 1 = ng and Hy = Hy. Then, n1[H1] = no[Ho]-
e case (T§-WkN). Let Hy = H + H'. Then:
IVHbFgeo: 7

I''H+H' bFyeo:T

By the induction hypothesis, there exists H; such that I', H; 4 e; :
and ni[Hy] € no[H]. Then, m[Hi] € no[H] € nolH] U no[H']
770[[H + H/]] = UO[[HO]]

Theorem 15. If T, H Fe: 7 and g,e —% n,¢/, then n € ([H]™)*?.

Ol =

Proof. By Lemma 13, T, H* 4 e* : 7, with ([H*]™)’ = ([H]™)". By Lemma 12,
g,ef —* 7, e, with 7’ =n and &’ = ¢/. We now prove the following statement:

I‘,Hﬁl—ﬁe:T/\s,e—»;n,e’ — 7y e ([HY]™)? (10)

This follows by Lemma 14, using a straightforward inductive argument. In
particular, Lemma 14 ensures that I', H' 4 ¢’ : 7 and e[H*]™ D n[H']™, for
some H'. Thus, 77 € ([H']™)? C ([H*]™)?, and:

n =1 € (IHT?) = ([H77))° = ([H]")? O

The following lemma, states that a well-typed Ay expression with a valid effect
is never stuck, i.e. either it is a value or it can take a transition. This propery
if usually referred to as progress, and it will be used together with subject
reduction to prove that our type and effect system enjoys type safety.

Lemma 16 (Progress). Let ', H 4 e : 7, for e closed, and let nH be m-valid
for some 7, m. Then, either e is a value, or there exists a transition n,e —, n’, €.

Proof. By induction on the depth of the proof of the typing derivation. We
only have to consider the following cases:
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e case (T§-Ev). Let e = 3, and H = 3. Then:
I,BF4 B unit
Since nH = ng is valid, then, by (Ef-Ev):
=0
1,8 = 0, %

e case (TH-App). Let ¢ = eger, and H = Hy - Hy - Ho. Then:

FaHohjeoiTiT’ I Hitger:7 e ¢Cls

F,H()-Hl-HQ |—ﬁ 606127'/

There are four further subcases.

1. If ep is not a value, then, by induction hypothesis, n,eq —» 7', €f, for
some 1’ and ej. By Lemma 14, I', H’ F ¢, : 7 for some H' such that
7'[H'] C n[Ho]. Since n[Hy - Hi - Hz] is valid, and validity is prefix-
closed, then n[Hy] is also valid. Then, n'[H’] is valid, as well as its prefix
7. By (Ef-ApP1):

meo ~x 06y FE1

ror
1, €0€1 =7 11, €p€1

2. If eg is a (closed) value and e is not a value, then Hy = €. By the
induction hypothesis, n,e; =, 1, €} for some 7’ and ¢;. By Lemma 14,
I H'F ¢ : 7 for some H' such that n'[H'] C n[H1]. Since nfe - Hy - Ha]
is valid, then n[H1] is also valid, as well as its subset '[H’] and its prefix
7’. Then, by (Ef-APP2):

ner—-n,ef En e ¢Cls

/ /
7,€0€1 —»x 1] ,€0€7

3. If eg = M,x.€” and e; is a closed value, then Hy = H; = . Since
n[Ho - H1 - Ha] = nfe - € - Ho] is valid, then 7 is valid. By (Ef-ABSAPP):

n, (Ax.e")er —»n e {er/z, \,x.e" )2}
4. If eg = req, 7, and e; is a closed value, then Hy = H; = ¢, and:
22 W{T @i Te | ec:m € St A T, ~ T}

Let ey, ... e, be the services such that 7, =~ 7,, and let 7, = 7 X, 7]
for i € 1.n. Then, Hy = {r[1] > K1 ---r[¢1] > K, }. By contradiction, if
7 is not of the form r[¢;] | «’ for any #’ and ¢ € 1..k, then [Ha]™ = L.
Thereby, Hy - Hy - Hy would not be m-valid. Then, m = r[¢;] | 7’ for some
i and 7'. By (E4-REQ):

e, e, €SV T, T, m=rll] |

i

7, (requr)el > 1, 62161
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case (T4-SF). Let e = €’],,, and H = H'-|,. Then:

I H Fye o7

IVH kg€, T

Since n[H'],] is valid, then n[H'] is valid, too. There are two subcases.
If €’ is not a value, then, by the induction hypothesis, n,e’ — n’,¢” for
some 7’ and e¢”. By Lemma 14, ', H” y €¢” : 7 for some H” such that
n'[H"] C n[H']. Since n[H'] contains only valid histories, then all the
histories in /[ H"] are valid, and 7’ is valid, too, because validity is prefix-
closed. Thus, by (Ef-APP1):

n,e —xn', e’ 1 valid

. €le >x 1, ¢"]g

Otherwise, if €’ is a (closed) value v, then H' = ¢, and n[H"],] = n], is
valid. Thus, by (Ef-SF):

], valid
m, U]w > 77]90; v
case (T§-LF). Let e = €'8, B € {)y, ), } and H = H'-)y.

DH Fpe' i B€{)y, Dyt
F,H/->1/, |—ﬁ 6/627'

Since n[H'-)y] is valid, then n[H'] is valid. By the induction hypothesis,
if ¢’ is not a value, then 7, e’ —», 7, ¢’ with n’ valid. We have the following
four subcases.

1. If €’ is not a value, 8 =)y and )y is not valid, then, by (Ef-App1):

ne —=xn e En Ny

10,€ )y —m 1€ )y
2.If 8 =) and n)y is valid, then, by (Ef-LF1):

=)y

n,€ )y —x e,

3. If ¢’ is not a value and § =), then, by (Ef-App1):

T]? 6/ _»77 ’r]/) e// ': T]/

RGN
4. If ¢’ is not a value v and 3 =), then, by (Ef-LF2):

1,00y = 1), v
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e case (T4-IF). Let e = if btheney elseeg. Then:

'Hbpey:m I'HbEyeg:T

I'HFy if btheney elsees : 7
Then, by the rule (Ef-Ir):
n,if btheney elseey —, n,ep(b)

e case (T§-WkN). Let H = Hy + H;. Then:

I Hobpe:r

F,Hg—f—Hl "ﬁ@IT

Since nH = n(Ho + H1) is valid, and n[Ho] C n[H], then nHy is valid.
Then, by the induction hypothesis, n,e —», 7', ¢’ for some 7’ and ¢’. O

Theorem 17 (Type Safety). If I', H F e : 7, with e closed. If H is m-valid,
then the plan 7 is viable for e.

Proof. By contradiction, let €,e — 7, eg, and let 7, eg be a stuck configuration,
i.e. eg is not a value, and there is no outgoing transition from 7, ey. Since e is
well-typed, there exists an equivalent policy-tracking computation ¢€,e,e,e —7%
n,¢ep, P, ¥. By Lemma 12b, there exists 7 and €y such that e, et — 7, ey, with
7’ = n and &’ = ej. By Lemma 13, H' I & : 7/ for some 7-valid H'. By
Lemma 14, H b4 € : 7/, for some H such that §[H] C [H']. Since H' is 7-
valid, then f[H]™ is valid, and 7 is valid, too, because validity is prefix-closed.
By Lemma 12a, since 7, eg is stuck, then also 7, €y is stuck. Then, by Lemma 16,
o must be a value. By definition of b, since €y’ = ey, then ef; would be a value,
and so also eg: this contradicts the hypothesis that 7, eq is stuck. [l

Theorem 3. Let I') H g, e : 7, with e closed, and H valid for some well-typed
plan m. Let e,e —% n,C(y¥(e')), with €' having guarded A-abstractions only.
Then, there exists k such that, for each computation:

0, C(Y(e") —r M e1 —x oo —x M, e
there exists n < k such that e,, = C(y(¢"")) and n,, | .

Proof. Let H' be the effect of C(¢(e’)). Since C is an evaluation context, H’
has the form ¢ (Hy) - H1, for some Hy and H;. By Lemma 14, n[H'] C [H],
and so the validity of H implies that of - H'. Therefore, for each H € n[H'] =
N[ (Ho)][H1], there exists a history o’ in n[Hy] obeying ¥. Now consider a
computation:

0, C(Y(e") —r myer —x -
By Theorem 15, all nn; € [H’]. Thus, there exists n such that nn, = 9. O

Note that the condition on guarded abstractions is needed to ensure that
the effect of any recursive functions has the form ph. H. If an abstraction (with
no events) were not guarded, it would be possible to assign it a non-recursive,
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arbitrary effect — possibly valid w.r.t. any liveness policy 1. This would clearly
invalidate the statement of Theorem 3.

However, since all the A-abstractions in e’ are guarded (say by an event «),
the effect H of 1(e’) has the form H = ¢(Hy- (ph. - H')- H1), where Hy has no
recursion. Indeed, by rule (T-ABs), the typing of a guarded recursive function
A.x. a; e requires to equate the actual effect o H” of the function body with the
latent effect of the function — and this can only be obtained by folding o« - H”
into ph.« - H', where H” = H'{uh. o.- H' /h}.

C Planning

Definition 2. A plan 7 is less defined than n’ (v C #') when 7/ = r[{] | 7.
Two plans 7, 7’ are dependent when w E n’ or o’ C .

Lemma 18. If 7' C 7, then [{n' > H}[} = [H]7.
Proof. Straightforward, by induction on the structure of 7’. O

Lemma 19. Let H = {m > H; - -7 > Hy}. Then, for all plans m:

[H)" = ULIE]" |mCn)
Proof. By Lemma 18:

[H]" = [{m > Hy---mpe > Hp}]" = U [{mi > Hi}]"™
icl..k

= JMIEY I mCr) O

Lemma 20. The relation = is a congruence.

Proof. Let C(-) be a history expression with a hole. We must prove that
C(H) =C(H') whenever H = H’'. We proceed by induction on the structure of
C. The base cases C = ¢, C = a, C = h and C = _ are trivial. For the inductive
case, we have the following subcases:

e if C(_) =C1(.) - Co(-) then, by the induction hypothesis:
[CH)]F =[C(H) - C2(H)]] = [CL(H)]] [C2(H)]}
= [C(H]} [C2(HN]] = [Co(H') - Co(H)] = [C(H)]]

e if C(_) = {7’ > Ci(-)}, then we have the following subcases, according to
the structure of 7’

— if 7’ = 0, then, by the induction hypothesis:

o> Ci(H)}G = [C(H)]f = [Ci(H)]F = [{0> Co(H')}E

52



— if 7’ = mg | m1, we have two further subcases. If my | 1 C m, then,
by the induction hypothesis and by Lemma 18:

H{mo [ 1> Ci(H)}E = [{mo > Ci(H) ] Ul [{m > Ci(H)}]
=[C(H)]}; v [Ci(H)]
= [Co(HN]; UL [Cu(HN]G
= [{mo > Ci(H")}} UL [{m > Ci(H)}]
= [{mo | m1 > C1(H')}]7

Otherwise, if 7 is not compatible with either my or 7y:

[{mo | m > Ci(H)}E = [{mo > Cr(H)}G UL [{m > Ci(H)}]
=1 = [{mo>Ci(H)}7 UL [{m > Ci(H )}
= [{mo [ m > CL(H") ]

— if 7’ = r[¢], then we have two further subcases. If 7 = r[¢] | 7", then:
[{riel > CL(H)}G = [Co(H)]F = [Co(HN]T = [{r[f) > CL(H")}F
Otherwise, [C(H)[; = L = [C(H")]}.
e if C(_) = ph.Cyi(-), then recall that:

[cc)y =1 ) FX) = [C (DI x/my
[y = g (L) 9(X) = [C:(H)x/my

By induction on n, we prove that f*(L) = g™ (L) for all n. The base case
n =0 is trivial: fO(L) = L = ¢g°(L). For the inductive case, we have:

FrHL) = £ L) = [C DT 1y yny = CoE) g 1y ymy
= [[Cl(H/)]]g{g"(J_)/h} =g(g" (L)) = g" (1)

e the cases C(.) = C1(-) + Ca2(1), C(1) = ¢[C1(-)], and C(-) = ¥(C1(.)) are
similar to the first case. O

Lemma 21. H={0> H}
Proof. By definition, [{0 > H}]7 = [H]7. O
Lemma 22.

{7T0\>H0}+{7711>H1'-'7Tk\>Hk}E
{71’0|7T1I>H0+H1---7T0|7TkI>HQ+Hk}

Proof. Let H and H’' be the left term and the right term of the equation above,
respectively. Let 7 be the evaluation plan, and let I C 1..k be the set of indexes
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i such that m; C 7. Then, by Lemma 18:
[[Hﬂz = [{mo > HO}H,Z Ul [{m>Hy- o > Hk}ﬂz

= [{mo > Ho}[} UL U Umi> H}Z

[{mo > Ho}[j UL U [#:]5
[#'T5 = |J Wmo | mi > Ho + Hi}T
i€l..k

U (Timo & Ho+ Hi}3 U [{mi & Ho + H.)F)
i€l..k

U (I{mo & Ho+ Hi}Ij UL [Ho + Hi]y)

If g C o, then it follows that:

[H]7 = [Hol; UL U [H:]; = U [Hol7 UL [Hi]; = U [Ho + Hi]7
- U ([[HO + H]T UL [Ho + Hi]}g) = [H]}

iel

Otherwise, we have that [{mo > Ho}] = L = [{mo > Ho - H;}]};, thus:

[H]; = Lu (JIE]F = L

[[H/]]g: U(J—UL [[H0+H¢HZ) = UJ_ = 1 O

Lemma 23. {mo> Ho} - {mi > Hy - 7, > Hy} = {mo|m1 > Ho - Hy -+ - mo|my, > Ho - Hi}

Proof. Let H and H’ be the left term and the right term of the equation above,
respectively. Let 7 be the evaluation plan, and let I C 1..k be the set of indexes
i such that m; C 7. Then, by Lemma 18:

[[H]]g = [{mo > HO}M [{m>Hy-mp > Hk}]]g
= [mo> Ho} 5 |J [{mi> HE

[{mo > Ho}l7 U [H:]5
[HT: = |J Ko | mi> Ho - Hi}[S
i€l..k

U ([[{Wo > Ho - Hi}]7 Uy [{mi > Ho - Hi}]}g)

U (Lm0 > Ho - H) UL [Ho - Hil)
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If g C o, then it follows that:
[H]7 = [Holy \J 7] = J[Hol7 [H]; = | [Ho - Hi
i€l i€l iel

- U([[HO-Hi]]g Uy [[HO'HiﬂZ) = [H']}

Otherwise, we have that [{mo > Ho}]7 = L = [{mo > Ho - H;}]7, thus:

[H]z =L J[H]F = L

i€l
i€l iel

Lemma 24. {m>H; - -m,>Hp}-{n>H}={m|r>Hy-H-- m|n>H,-H}
Proof. Similar to the proof of Lemma 23.
Lemma 25. o[{m > Hy -7 > Hi}| = {m > ¢[Hi| -7 > ¢[Hi]}

Proof. Let m be the evaluation plan, and let I C 1..k be the set of indexes i
such that m; C 7. Then, by Lemma 18:

[el{m > Hy---m. > Hi 3]G = o[[{m > Hy---mp > Hy b7
= ol mi > HYF] = ol (JIH]})

i€l..k i€l
= Ul = Ulelrly = U ol
= [{m & plH] - mi > [ H)]; 0

Lemma 26. ¢({m > Hy-- -7, > Hi}) = {m > (Hy) - > Y (Hi) }
Proof. Similar to the proof of Lemma 25.

Lemma 27. ph.{m > Hy - -m, > Hi} = {m > ph. Hy - -7, > ph. Hy}
Proof. By definition, we have that:

[[/J,h {7‘(1 >Hy-- -7 |>Hk}]]g = U fn(J-)

new

[{m1 > ph. Hy -7 & ph. Hi Y7 = U [{mi &> ph. Hi}]7
i€l k

where f(X) = [[{7T1 >Hy-- -7, > Hk}]]g{X/h} Let fz(X) = [[{’Nl > Hl}ﬂ;{X/h}
Then, f(X) = U;e1 5 fi(X). Let I C 1..k be the set of indexes i such that
m; C m. Then, by Lemma 18 it follows that, for each i € I:

[{m: > Hi}ﬂZ{X/h} = [[Hi]]g{X/h}
[{mi & ph. H}; = [ph. Hi]5 = | g}'(L), where gi(X) = [Hi]} 1,

new
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By induction on n, we prove that f/*(L1) = g7(L), for each n € w and i € I.
fl‘nH(J—) = fi(fi*'(L)) = [[Hi]]g{f;@_)/h} = [I:Hi:ﬂz{g?(J_)/h} = Q?H(J—)

Summing up, we have that:

[phAm > Hy - 32 = U @) = U Urw

newiel..k newicl

= U Ugf(L) =U U g;'(L)
newiel 1€l new

= lmioph mYE = | [{mi> ph. HE
iel i€l .k

= [{m > ph. Hy - -7 > ph. Hi 37 .

Lemma 28. {7T0I>{7T11>H1---7Tkl>Hk}}E{7TO|7T1I>H1---7T0|7Tkl>Hk}

Proof. By induction on the structure of my. Let H (resp. H') be the left (resp.
right) term in the equation above, and 7 be the evaluation plan. Then:

e if 1y = 0, then:

[Hz =[{0| m > Hy -0 m > H Y5 = | [{0] m > Hi}T

ic€l..k
= U (oe myus [ime 13;) = U Lmoe 2
= [[{7;1 > Hy-mp > Hi}]7 = [{0> {m Dhﬂ---wk > Hi 335

= [HI}
e if 1y = r[f], we have two subcases. If r[¢] C , then:

[H'T; = [{rlf] | moe Hy-oorfl) | me> 3G = [l | o> HidJp

= U (ir0 e m3; ue Hm o HG) = U Hmi > B
i€l..k i€l..k
=[{m>H o me > H )7 = [{r[0) > {m > Hy - me > Hi Y7

= [H]}

Otherwise, if 7 and my are not compatible, then:

[y = U (1 > H5 ue [ e Hi}y)

i€l..k

- U (tulimemly) = UL =1 = [

i€l..k i€l..k
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o if mg = m(, | 7/, then, by the induction hypothesis:
[H']; = (7 [ 76) [ w1 > Hy- - (mg | 7)) | 7 > Hi 3]
= J U@ [ m) | (v | m) > H}G

i€l..k

= U (b | m) & H} U [ | 7)o HMG)
i€l..k

= U Kbl m) e mYg U U [ | m) e HME)
i€l..k i€l..k

=[{mo | m > Hy-- -7 | me > He 7 UL
[{mg | m> Hy ) | m > Hi}]E
=[{mo>{m > Hy - m > Hp}}]7 UL
[{mo > {m > Hy---m > Hi b7
~ [H]; -

To prove Theorem 4, it suffices to generalize the above lemmas to the case
where both the operand are planned selections with an arbitrary number of
choices. To give the flavour of the proof, consider the case of a sequence of
planned selections {m; > H;}ic1. 1 - {773 > Hj’-}jel._p, with £ = p = 2. Then:

{m1> Hy,m > Hy} - {7} > H,7h > Hj}
={0> {m > Hi,m > Ho}} - {7} > Hi, b > Hj}
={0 |7y > {m > Hy,me> Hs} - Hy,0 | 7h>{m > Hy,mo > Hs} - Hy}
={m > {m > Hy,m> Ha}-{0> H{},mh > {m > Hy,me > Ha} - {0> Hy}}
={m>{m > Hy H{,ma> Hy  H{},my>{m > Hy - Hy,mo > Hy - H,}}
={r] | m > Hy-Hy,7y | 7o > Hy - H{,7h > m > Hy - Hy, 7 > 7o > Ho - Hj)}

Theorem 4. If H = {m; > Hy --- 7, > Hy} is linear, and H; is valid for some
i € 1..k, then H is m;-valid.

Proof. Let H; be valid. Since for all j # 4, m; and 7; are independent, by
Lemma 19 we have that [H']™ = [H;]™. Since H; has no planned selections,
then [H;]™ = [H;]°. Since H; is 0-valid, then H is m;-valid. O

D Verification

Theorem 29. H | is defined, for all H.

Proof. We prove a stronger result: for each history expression H, set of policies
® and mapping €2 from variables to history expressions, H |¢ o is defined. Let
d( be the set of all policies contained in ¢, H and 2. We proceed by induction
on |®g| — |®|. The base case is when |®| = |®g|: since & C Py, it must be
® = ®(. By induction on the structure of H, we have the following cases:

o if H=¢, H=h, H= « are trivial.
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o if H = Hy- Hy, then H |o, 0= Ho la,,0 ‘Hi lo,,0. By the structural
induction hypothesis, both Hy s, and H; o, o are defined.

e if H= Hy -+ Hy, similar.

o if H=p[H'], then H |, 0= H' |a,,0, because ¢ € ®y. By the structural
induction hypothesis, H' |3, q is defined.

o if H=1(H'), then H |3, 0= H' |¢, 0, because 1) € y. By the structural
induction hypothesis, H' | ¢, o is defined.

o if H = ph.H', then H |, o= ph.(H' |a,.0), because there is no occur-
rence of h € fu(H') guarded by some ¢ ¢ ®g. By the structural induction
hypothesis, H' | ¢,,0 is defined.

For the inductive case, let |®| = k, and assume that the statement holds for sets
of policies with size greater than k. We proceed by induction on the structure
of H. The cases ¢, h,a, Hy - Hy and Hy + H; are treated similarly to the base
case. The other cases follow:

o if H = ¢[H'], then there are two further subcases. If ¢ € @, then
H |¢ o= H' |¢q, which is defined by the structural induction hypoth-
esis. Otherwise, if ¢ & ®, then H |o o= ¢[H' |ou,,0]. Since |[DUp| > |P|,
then H' |auy 0 is defined by the induction hypothesis on |®g| — |®|.

o if H = ¢(H'), then there are two further subcases. If ¢ € ®, then
H\|e.0=H'|s,q, which is defined by the structural induction hypothesis.
Otherwise, if ¥ € @, then H |¢ o= ¥ (H' |o.q), and H' |¢ o is defined by
structural the induction hypothesis.

o if H = ph. H', then H | o= ph.(H" o' |o af(uh.m)0/n} ), where H”, o and
o’ are as in the definition of regularization. When o’(h;) = h, the value of
o(h;) immaterial, thus o(h;) = (uh.H') leuguara(a),o needs to be com-
puted only if guard(H") ¢ ®. Then, the induction hypothesis on |®q|—|P|
ensures that (uh.H') |ouguard(m),0 is defined. By the structural induc-
tion hypothesis, H' |¢ of(uh.m/)0/n) is defined. Since the substitution o’

just replaces some free variable h; for h, then also H"o' |o qf(uh. 510/ 0}
is defined.

The semantics of a closed history expression always contains histories with
balanced framings. Also, the semantics of history expressions is preserved under
substitution. Indeed, the following two lemmas hold. They can be proved by a
straightforward structural induction.

Lemma 30. For each closed H and n € [H], n has balanced framings.

Lemma 31 (Substitution lemma). Let H’ be an history effect such that
[H'], is defined. Then, for each history effect H, [H{H'/h}], = [[Hﬂp{[[Hlﬂp/h}

We now characterize when a history expression has o-framings. Note that
the following definition in not a complete characterization, e.g. it does not tell us
that p[a] has ¢-framings. However, this will suffice for the subsequent technical
development. A complete characterization of ¢-framings can be easily obtained
by replacing variables for events in history expressions. For instance, [¢[a]],
has ¢-framings if and only if [¢[h]] ¢y /), bas.
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Lemma 32. [H] , has p-framings, if one of the following cases occurs:
(32a) for some h € fu(H), p(h) has p-framings.
(32b) some h is guarded by ® in H, and ¢ € 9.

Proof. We proceed by induction on the structure of H. The base cases H = ¢,
H = a and H = h are trivial. The inductive cases follow:

o if H = Hy- Hy, then for (32a) assume that h € fu(Ho) (resp. h € fu(H1)),
and p(h) has ¢-framings. By the induction hypothesis, [Ho], (resp. [H1],)
has ¢-framings. Then, [H], = [Ho],[H1], has ¢-framings. For (32b),
assume that the occurrence of h is in Hy (the other case is similar). Then,
h is guarded by ® in Hy. By the induction hypothesis, [Ho], has ¢-
framings. Then, [H], = [Ho],[H1], has ¢-framings.

o if H' = Hy + Hy, similar.

o if H = ¢[Hy], then for (32a) assume that p(h) has ¢’-framings, for some
h € fo(H) = fu(Hp). By the induction hypothesis, [Ho],, has ¢'-framings,
and [H], = ¢[[Ho],] has ¢'-framings. For (32b), assume that some h is
guarded by ® in H. Then, ® = {p} U Py, and h is guarded by ®¢ in
Hy. By the induction hypothesis, [Ho], has ¢'-framings for all ¢ € ®q.
Then, [H], = ¢[[Ho],] has ¢-framings, and ¢'-framings for all " € ®y.
In conclusion, [H], has ¢'-framings for all ' € ®.

e if H = puh.Hy, then [[H]]p = Upew Xn, where Xo =0, X, 41 = [[HO]]p{Xn/h}'
For (32a), let b’ € fu(H) = fu(Hp) \ {h}, and let p(h’) have p-framings.
By the induction hypothesis, X; = IIHOHp{Q)/h} has -framings, as well
as [H], 2 Xi. For (32b), assume first that b’ € fu(H) is guarded by
® in H. Then, A’ is guarded by ® in Hy. By the induction hypothesis,
X1 = [Ho] (9, has p-framings, for all ¢ € @, so it does [H], 2 X;.
Now assume that A’ = h is guarded by ® in H, and let ¢ € ®. Then,
there exists a free occurrence of h guarded by {¢} U ®' in Hy, for some
®’. By the induction hypothesis , X; = [[HOHp{m/h} has ¢-framings, and
so it does [H], 2 X;. O

The previous lemma helps in establishing when a history expression has
redundant framings. Again, we do not give a complete characterization (e.g. it
does not tell us that ¢[p[a]] has redundant framings), because completeness is
unneeded in the subsequent technical development.

Lemma 33. [H], has redundant framings, if one of the following cases occurs:
(33a) for some h € fu(H), p(h) has redundant framings.

(33b) for some h € fu(H) guarded by {¢} U® in H, p(h) has p-framings.

(33¢) H = ph.H', and some free occurrence of h is guarded in H’

Proof. We proceed by induction on the structure of H. The base cases H = ¢,
H =« and H = h are trivial. The inductive cases follow:
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e if H = Hy - Hq, assume that the free occurrence of h is in Hy (the other
case is similar). For (33a), if p(h) has redundant framings, then, by the
induction hypothesis, [Ho], has redundant framings. For (33b)), if h is
guarded by {¢} U ® in H and p(h) has ¢-framings, then h is guarded
by {¢} U ® in Hy. By the induction hypothesis, [Ho], has redundant
framings. In both cases, [H], = [Ho] ,[H1], has redundant framings.

o if H' = Hy + Hy, similar.

o if H = ¢[Hp], then h € fv(H) is also free in Hy. For (33a), if p(h)
has redundant framings, then, by the induction hypothesis, [Ho] , has
redundant framings. For (33b), let h be guarded by ® in H. Then, & =
{¢} U @, where h is guarded by ®g in H. Let p(h) have ¢’-framings, for
some ' € ®. If ¢’ = ¢, then by (32a), [Ho], has p-framings. Otherwise, if
¢’ € @, then, by the induction hypothesis, [Ho], has redundant framings.
In both cases, [H], = ¢[[Ho],] has redundant framings.

e if H = puh.Hy, then [[H]]p = U,hew Xn, where Xo =0, X, 41 = [[HO]]p{Xn/h}'
For (33a), let h' € fu(H) = fu(Hop) \ {h} be such that p(h') has redundant
framings. By the induction hypothesis, X; = [Ho] p{o/ny has redundant
framings, and so it does [H], 2 X;. For (33b), let i’ be guarded by
® in Hp and let p(h') have p-framings, for some ¢ € ®. By the in-
duction hypothesis, X; = [[Hoﬂp{@ /h) has redundant framings, and so it
does [H], 2 Xi. For (33c), let ® be the union of all the sets guard(H’)
such that h € fv(H'). By (32a), X; = [[Hoﬂp{m/h} has framings in ®.
Since ® # 0, let ¢ € ®. Then, there exists an occurrence of h guarded
in Hy by {p} U @', for some ®'. By the induction hypothesis of (33b),
X, = HHO]]p{Xl/h} has redundant framings. Then, X5 has redundant
framings, and so [H], 2 Xa. O

The following lemma, though a little contrived, will be very important while
proving that our algorithm for regularizing history expressions does indeed pro-
duce histories with no redundant framings. It states that you can change the
name of variables in history expressions and (under certain assumptions) the
evaluation environment, while preserving the property of having -framings,
and that of having no redundant framings.

Lemma 34. Let H, H' be history effects such that H = H'{h/h'}. Then:
(34a) if [H], has no framings in @ for some p, then [H'] , has no framings in

®, for all p’ such that p’(h”) has no framings in @, for each h” € fo(H').

(34b) if [H], has no redundant framings for some p, then [H'], has no redun-
dant framings, for all p’ such that p’(h”) has no redundant framings, and
no framings in guard(H'), for each h” € fu(H').

Proof. By induction on the structure of H. The base cases H = ¢ and H = «
are trivial. If H = h, then H' = h’, and [h] , = p'(h’) has neither framings in
® nor redundant framings, by the hypotheses on p’. The inductive cases follow:

o if H=Hy-H;, then H= H'{h/h'} implies H' = H| - H] for some H{, H]
such that Hy = H{{h/1'}, H1 = H{{h/}h'}.
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Assume that [H], = [Ho],[H1], has no framings in ®. This implies
that neither [Ho], nor [H1], have framings in ®. Let p’ be such that
p'(h) has no framings in @ for all h € fu(H') = fu(H{) U fu(H{). By the
induction hypothesis, neither [Hg] , nor [H{] , have framings in ®. Then,
[H], = [H;l, [Hi], , has no framings in @. This proves (34a).

Now assume that [H], has no redundant framings. Then, neither [Ho],
nor [H], have redundant framings. Let p’ be such that p'(h”) has no
redundant framings and no framings in guard(H’) for all the occurrences
of ' € fu(H'). It b € fu(H]) (resp. Hy), then guard(H') = guard(H))
(resp. Hi). By the induction hypothesis, neither [Hg], nor [H{], have
redundant framings. Then, [H'] , = [Hp], [H{], has no redundant fram-
ings. This proves (34b).

o if H = Hy + Hy, similar.

e if H = p[Hy|, then H' = p[H|] for some H|, such that Hy = H{{h/h'}.

For (34a), assume that [H], = ¢[[Ho],] has no framings in & (clearly,
¢ & @), and let p’ be such that p'(h”) has no framings in ® for all h” €
fo(H') = fo(Hp). By the induction hypothesis, [H], has no framings in
®. Then, [H'], = ¢[[Hp],/] has no framings in ®.

For (34b), assume that [H], has no redundant framings. Then, [Ho], has
neither p-framings nor redundant framings. Let p’ be such that p’(h”) has
no redundant framings and no framings in guard(H') = {¢} U guard(H{)
forall i € fu(H') = fu(Hg). By the induction hypothesis, [Hg] , has nei-
ther o-framings nor redundant framings. Then, [H'], has no redundant
framings.

o if H = piho.Hp, then H' = phg.HY, for some H{, such that Hy = Hj{h/h'}.
Let XQ = YO = @7 Xn+1 = [[Hoﬂp{Xn/hg}’ and Yn+1 = [[H(/J]]p’{yn/ho}'
Then7 [[H]]p = Unew XT“ and [[H/ﬂp’ = Unéw Y”

Assume that [H], has no framings in ®: this means that all the approx-
imants X,, have no framings in ®. Let p’ be such that p’(h”) has no
framings in @ for all A" € fo(H') = fu(H)) \ {ho}. We prove (34a) by
induction on n. The base case Yy = ) is trivial. For the inductive case,
assume that Y, has no framings in ®. By the structural induction hypoth-
esis, the approximant Y11 = [Hp] 1y, /p,, has no framings in ®. Since
this holds for all the approximants Y;,, then [H'] , has no framings in .

For (34b), assume that [H], has no redundant framings. Then, no approx-
imant X,, has redundant framings. By lemma (33c), guard(H) = 0, i.e.
all the occurrences of hg in H, are unguarded. Let p’ be such that p'(h")
has neither redundant framings nor framings in guard(H') = guard(H}))
for all B € fu(H') = fo(H{) \ {ho}. We prove that no approximant Y,
has redundant framings. The base case Yy = ) is trivial. For the induc-
tive case, assume that Y, has no redundant framings. By the structural
induction hypothesis (recall that Y,, has no framings in guard(H}) = 0),
Yov1 = [Hol (v, /noy has no redundant framings. O

Theorem 35. For each closed H, H | has no redundant safety framings.
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Proof. We prove the following, stronger, result. Let H, ®, Q, p be such that
(i) [H], is defined, (ii) [2(h)], is defined for all A € dom(Q2) = fu(H ), and (iii)
p(h) has no safety framings for each h € fo(H). Then, [H |s 0], has neither
safety framings in ®, nor redundant safety framings.

Let ®y be the set of policies contained in ®, H and p. We proceed by
induction on |®g| — |[®|. The base case is when |®| = |®g|: since & C Py, it
must be & = ®j. In this case, we prove that [H icp]]p has no framings (and,
consequently, no redundant framings). By induction on the structure of H, we
have the following cases:

e if H =¢, then [¢|s], = [¢], = ¢ has no framings. Similarly for H = a.
e if H = h, then [h|s], = [h], = p(h) has no framings by hypothesis (iii).
o if H= H() . Hl, then:

[(Ho - H1)ls], = [Hole -Hils], = [Hola], [H:1ls],

By the structural induction hypothesis, [Ho|s], and [Hi |s], have no
framings, as well as [Ho ls], [H1ls],-

o if H = Hy + Hy, similar.

o if H = p[Hy], since & = P, then ¢ € ®. Thus, p[Hy||le= Hop ls, and, by
the structural induction hypothesis, [Hy | o] , has no framings.

e if H=1(H,), since & = &g, then ¢ € ®. Thus, ¥(Ho) |le= Ho |e, and,
by the structural induction hypothesis, [Hy | o] , has no framings.

e if H = ph.Ho, then (uh. Ho) lo,o= ph. (Ho le o{ma/ny), since there is no
h € fu(Hp) guarded by ¢ ¢ ® = ®¢. Then, [H |sa], = U, c, Xn, where
Xo = 1, and X,,41 = [Hp l(D,Q{HQ/h}Hp{Xn/h}. We prove, by induction
on n, that each X,, has no framings. The base case Xg = L is trivial.
For the inductive case, assume that X,, has no framings. Then, by the
structural induction hypothesis, [Ho ¢, o{mo /h}]],, (X /h} has no framings.

For the inductive case, let |®| = k, and assume that the statement holds for sets
of policies with size greater than k. We proceed by induction on the structure
of H. The cases ¢,a, h, Hy - Hy and Hy + H; are treated similarly to the base
case. The other cases follow:

o if H = p[Hp|, then we have the following two subcases. If ¢ € ®, then
©[Hp] le= Ho lo. By the structural induction hypothesis, [Ho lq>ﬂp has
neither framings in ®, nor redundant framings. Otherwise, if ¢ ¢ ®,
then @[Ho| la= ¢[Ho loufey]. Since |® U {p}| = |®| + 1, by induction
on |®o| — [®[, [Ho laufey], has no ¢-framings, no framings in ®, and no
redundant framings. Therefore, [o[Ho lauieyl], = ¢[[Ho laugey],] has
neither framings in ®, nor redundant framings.

e if H = ¢(Hp), then we have the following two subcases. If ¢) € ®, then
Y(Ho) le= Ho |o. By the structural induction hypothesis, [Ho |s], has
neither safety framings in ®, nor redundant safety framings. Otherwise, if
Y ¢ @, then ¢(Ho) lo= ¢)(Ho |s). By the induction hypothesis, [Ho 5],
has no safety framings and no redundant safety framings. Therefore,
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[v(Hols)], = ¥([Hols],) has neither safety framings in @, nor redun-
dant safety framings.

e if H = ph.Hy, let Hy = H'{h/h;};, where the h; are fresh and h & fo(H’).
Let ®; = guard(H'), o(h;) = HQ |sus,.0, and o'(h;) = h if &, C D,
otherwise o’ (h;) = h;. Then, H |¢ o= ph. (H'0' | orro/ny o). Consider
the history effect HQ2. By hypothesis, [H], is defined, and [Q2(R')], is
defined for all A’ € dom(f2). Then, lemma 31 ensures that [H], is
defined. For all 7 such that h; € dom(c), let H; = [[Hqu:.Uq:,i7Q]]p. By
lemma 31:

[Hls.0l, = [ph-Hd' o aima/my o,
= [uh-H'o" Lo orma/ml yim, niys
= UnEw Xn

where Xg = 1, and X, 1 = [[H/U/l¢7Q{HQ/h}]]p{Hi/hi’Xn By We proceed
by induction on n. The base case Xy = L is trivial. For the inductive
case, assume that X,, has neither framings in @, nor redundant framings.
By hypothesis, p(h’) has no framings for all b’ € fu(H) = fv(Ho) \ {h}.
Since Q(h') is closed for all A’ € dom(2), and fu(H) = dom(f2), then HQ
is closed, and fu(Hy) = fu(H) U {h} = dom(Q) U {h} = dom(Q{HQ/h}).
Therefore, by the structural induction hypothesis, [Ho lo o{mo/n}] p{0/h)
has neither framings in ®, nor redundant framings.

Consider the histories H; = [HQ|aus, 0], and let ' € fo(H). Since
Q(h') is closed, then b’ € fu(H) \ dom(Q2), and p(h’') has no framings by
hypothesis. Since ®; € @, then |® U &;| > |®|, and, by the induction
hypothesis on |®¢| — |®|, H; has neither framings in ® U®,, nor redundant
framings. Note that Hy = (H'0’){h/h;};: then, by lemma (34a), X,,+1 has
no framings in ®. Let p’ = p{H;/h;, X, /h};. Consider a free occurrence
of some h' € fu(H'c') guarded by ®'. If ' = h, then p'(h) = X,, has
neither redundant framings nor framings in ®. Since ®’ C ® by definition
of ¢/, then p’(h) has no framings in ®'. If i/ = h;, then p’(h') = H; has
neither redundant framings, nor framings in ® U ®;, and then no framings
in ®;,. If b’ & {h,h;};, then p'(h") = p(h') has no framings by hypothesis.
By lemma (34b), X,,+1 has no redundant framings. O

Regularization preserves validity. To show that, it is convenient to introduce a
normal form for histories. It permits to compare the histories produced by an
expression H with those of the regularization of H. Note that normalization is a
non-regular transformation: constructing the normal form of a history requires
counting the framing openings and closings.

Normalization of histories

EU@: g Oéll(}z (/\‘I))[Oz]

(HH') o = Hio H' lo (HUH) o = Hio U H' lo

oMo = Hlau(ys) P(H) e = Y(Hls)
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Intuitively, normalization transforms safety framings into local checks. Indeed,
n{e is intended to record that each event in n must obey to all the policies in
®. This is apparent in the second and in the last equation above. We abbreviate
Hp with H{. Note that H g is defined if and only if H has balanced framings.

Example 18. Consider the history 7 = apla’¢’[o’']]. Its normal form is:

nl =l (e[ = a (@[, = a (@) (@[]
=agla] (@) = apld] (@Ae)"] O

Lemma 36. H |sllo= H e, for all H and ® (i.e. normalization is idempotent).

Proof. By induction on the structure of H. The base case ¢ is trivial, as well
as the cases H = Ho H1, H = Ho U H1 and H = ¥(Hy), which are dealt with a
straightforward use of the induction hypothesis. If H = «, then:

adole = (A®)[a]de = allauipey = (N2 AAD)[e] = (AD)[a] = al,
Otherwise, if H = ¢[H'], then:

pHlalle = Hllauiple = Hllalle = Hialalp) = Hlal,) = ¢[H]lo
where the next-to-last equality is implied by the induction hypothesis. O

The following technical lemma helps in proving Theorem 38. Roughly, it
states that normalization is preserved by substitution of a history variable, pro-
vided that the new evaluation enviroment maps that variable to a suitably
normalized set of histories.

Lemma 37. Let h € fu(H). Then, for all ®,p and &' C ®:

[H] Ve = [H] oy vo my Yo = THL (om0 vasumiiny ny Vo

Proof. By induction on the structure of H. The base cases H = ¢ and H = «
are trivial. If H = h, then guard(h) = ), and:

[Pl Ve = p(h)de = p(h)Yerdle = [h] 10y 4, /) Ve
[[hﬂpU<I> = p(M)le = ph)lole = [[hﬂp{p(h)l}q>/h}U'q>

The inductive cases follow.

o if H=Hy- Hy,let p' = p{p(h)ya /h}. Then, for the first equation:

[Ho - Hi], Ve = ([Hol, [Hi],) Vo
= [Ho], Vs [H1], Vo
= [Hol, Vo [Hi], Vo
= ([Hol , [H1],/) Vo

= [Ho - Hu] () gy Vo

where the third step is justified by the induction hypothesis. For the sec-
ond equation, let h € fuv(Hp) (the case h € fu(H;) is similar). Then,
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guard(H) = guard(Ho). Let p" = p{p(h) Vouguara(ry) /h}- By the induc-
tion hypothesis, we have that:
[Ho - Hi], Ve = ([Hol, [Hi1],) Vo
= [Hol, Vo [Hi], Vo
= [Hol, Vo [Hi], Ve
= [Hol, bo [Hi], Vo
= ([Ho], [H:1] ) Ve
= [Ho - Hi] , Jo

= [[HO ’ Hlﬂp{p(h) U’<I>Ugum'd(H)/h} ‘U'(I>

o if H' = Hy + Hy, similar.

o if H = p[Hy], then, for the first equation:

lelH]l, Vo = »[[H] Vo = [H], Vau,)
= [2] om0 sy Yaute)
= el ] p(n) 4y /1 Ve
= [elE o p(n) ygr sy Yo

For the second equation, guard(p[H]) = {¢} U guard(H). Then:

[elH]l, Vo = o[[H],] Ve = [H], Voue)
= [[H]]p{p(h) lJ“I)LJ{kp}LJgum'd(H)/h} ‘U’@U{g@}
= PlHD (o) s oy sy /3

= [[QO[H]]]p{p(h) VYauguard(pm)) /h} llq)

o if H = ph/.H', then guard(H) = guard(H') (note that h # h'). Let
pl = p{p(h) ~Urq>/ /h}7 pN = p{p(h) ‘U‘PUguard(H’) /h}7 [[/J’h/'H/Hp ‘U{): UXTM
[uh' H'] y Vo= U Yn, and [uh'.H'] ;» Yo= | Zn, where Xo = Yy = Zo =
1, XnJrl = [[H/]]p{Xn/h/} lo, Yn+1 = [[HI]]p’{Yn/h’} e, and Zn+1 =
[[H/]]p”{Zn/h/} le. We prove by induction on n that X,, = Y, = Z,,
for all n. By the structural induction hypotheses, we have that:

Xn+1 - [[H/]]p{Xn/h/}llq)
= [[H/]]p{Yn/h’} le
= H o ryv pn o) by b2
— I'n41
Xn+1 - [[H/]]p{Xn/h/}llq)
= [[H/]]p{Zn/h’}U/q)
_ !
= [T o2, 100 Sty 0} V2

— Lin+1 |
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The following theorem establishes that a history expression H and its regu-
larization H | have the same normal form. Together with Theorem 39, this will
lead to proving that validity is preserved by regularization.

Theorem 38. [H |]{ = [H], for each H closed.

Proof. We prove a stronger result, i.e.: [[H]]pl}q> C [H lq),Q]]pU«p - [[HQ]]plb
for all H, @, p and Q such that p(h) C [Q(h)] for all h € fu(H) N dom(?). Let
®( be the set of all policies contained in ®, H and p. We proceed by induction
on |®g| — |®|. The base case is when |®| = |®g|: since & C Py, it must be
® = ®(. By induction on the structure of H, we have the following cases:

o if H € {e,a}, then H |o o= H = HQ, and so the three terms are equal.

o if H = h, then h |s o = h proves the first inclusion. For the second one, let
h € dom(Q2) (otherwise h{) = h and the statement holds trivially). Then,

[1], = p(h) C [Q(R)] = [19].
e if H= Hy- Hy, then, by the induction hypotheses:

[Ho - Hi], Ve = ([Hol, [H1],) Ve
= [Ho], Vs [H1], Vo
ClHols], Vo [Hila], s
= ([Hols], [H1le],) Vo
=[Hole -Hils], o
=[(Ho - Hi)loa], Vo

[(Ho - Hi)la], Ve = [Hols -Hils],lo
= ([Ho le], [H1le],) Ve
=[Hols], Vo [Hila],lo
C [Ho®l, Vo [Hi9, ba
= ([HoQ], [H:19],) Vo
=[(Ho - H1)Q], Vo

o if H= Hy+ H, similar.
o if H=p[H'], then ¢ € & = &, and, by the induction hypotheses:

[elH']a], o = [H' o], o 2 [H'], Vo = ¢[[H'], Ve = [p[H']],le
[plH' o], Ve = [H lo],Vs € [H'Q], Ve = ¢[[H'Q], Ve = [¢[H'Q], Ve

U

e if H=1(H'), similar to the previous case.

o if H = ph.Hy, then (uh. Ho) o= ph. (Ho lo,o{mo/ny), since there is
no h € fu(Hp) guarded by ¢ ¢ ® = &y, and HQ = ph.HyQp, where
Qo(h") =Q(K') if b # h. Let:

[[H]]p = UXn Xo=1 Xpp1= [[Hoﬂp{Xn/h} Xolo= X,/l
[Hleol,=UYn Yo=1 Yo =[Holeotnoml, v, ny Yonle=Y,
[[HQ]]p = U Zn Zp=1 Zn+l = [[HOQO]]p{Zn/h} Zn o= Z:1
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We prove, by induction on n, that X/ C Y, C |JZ], for all n. The base
case is trivial. For the inductive case, by the induction hypotheses:

Yoo = [Holeotaoml, iy ny Ve

2 [Ho l(b,Q{HQ/h}]]p{XT/z/h} o (ind. hyp.)
= [Ho lo,oro/ml, ix, ny Ve (Lemma 37)
2 [Hol,(x, jny Vo (ind. hyp.)
=X

Y, 1 =[Hols oo/l oy ny Vo

C [Ho l@,Q{HQ/h}ﬂp{[[HQHP@(I)/}L} Jo (ind. hyp.)
= [Ho l@,Q{HQ/h}ﬂp{[[HQﬂp/h} Jo (Lemma 37)
- [[HOQ{HQ/h}]]p{[[HQ]]p/h} lo (ind. hyp.)
= (], g Ve (ind. hyp.)
=[HO], Ve

For the inductive case, let |®| = k, and assume that the statement hold for sets
of policies with size greater than k. We proceed by induction on the structure
of H. The cases €,a, h, Hy - Hy and Hy + H; are treated similarly to the base
case. The inductive cases follow:

o if H = p[Hp|, and ¢ ¢ ®, then, by the induction hypothesis:
[elH'] ls.al,d4e = [¢[H loviey.ell 4o = @l[H laugey.al,]l Ve

= [H' loutey.alp bouter 2 TH'], bougey
= o[[H'] Vo = [[H']],do

lelH']le.0], e = [¢[H' lavgey.all, Vo = ¢l[H lougey,al, ] Ve
= [H lougey.al, bouger © TH'Q, bougey
= o[[H'Q] Ve = [p[H'Q],le = [¢[H']], s

The case ¢ € ® is similar to the base case.
e if H =1 (Hp), similar to the previous case.

o if H = ph.Hy, then HQ = ph.HoQ, where Qq(h') = Q(1') if b’ # h. Let:

[[H]]p = UXTL Xo=1 XnJrl = [[Hoﬂp{Xn/h} anlq):
[[Hl{),fz]]p = UYn YO =1 Yn+l = [[H/U/l@,Q{HQ/h}ﬂp{Yn/h7Hi/hi} Ynlh): Y,
[[HQ]]/) = U Zn, Zo=1 Zn+1 = [[HOQO]]p{Zn/h} Zpdo= Z;l

where H = H'{h/h;}i, h; fresh, ®; = guard(H'), H; = HQ |sue, o, and
o'(h;) = h if ®; C &, otherwise o’(h;) = h;. We prove by induction
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that X! C Y. C |JZ/ for all n (this works because normalization | is
continuous on (28", C)).

Vo= [[HIUIl(I)xQ{HQ/h}]]p{YA/h,Hi/hi}\U’q:'

2 [H'o" Ls.atma/mlpixg o ny bo (ind. hyp.)
= [[H/U/‘L‘I’xQ{HQ/h}]]p{X;Z/MHiUq)uq)i/hi}lL@ (Lemma 37)
= Leogoml, iy, o lq>uq>i]}pu@uqﬁ/m}% (def. Hs)
2 [[H/U/l(I”Q{HQ/h}]]p{X,Q/M[[HQﬂpUq)wpi/hi}ll(b (ind. hyp.)
- [[H/O'/l@,Q{HQ/h}]]p{Xn/h7[[HQﬂp/hi} Yo (Lemma 37)
2 [H'o'UHY, ) 1 g Ve (ind. hyp.)
= [H'7'%), 101 pre], iy o (def. )
- [[HoQo]]p{[[HQ]]p Iy e (def. o)
= [[HOQO]]p{[[H]]p/h} o (hyp. on p)
2 [Ho0] ,(x, /ny Vo
= Xnt1
w1 = [H'0" Lo aguaml iy e, ny Vo
- [[H/(TIl(b,Q{HQ/h}]]p{[[HQ]]pu(l)/h’Hi/hi}U’(I> (ind. hyp.)
(def. H;)

_ ! !
=[H'o l(b,Q{HQ/h}]]p{[[HQ]]pu(l)/h’[[Hqu)Uq)iﬂp/hi}U'q>

_ ! !
=[H'o lq)’Q{HQ/h}]]P{[[HQ]]pilq)/h,[[HQlcpuqxiﬂpuq)u@i/hi}llq’ (Lemma 37)

! ! .
C[Ho l@ﬂ{HQ/h}]]p{[[HQ]]p%/h’HHQQHPUW%W}ll<1> (ind. hyp.)

_ ! ! .
= [H'o oo h}]]p{[[H Q, ba/n[HQ], bavw, /hi} Ve (€2 closed)

=[H' o' l@Q{HQ/h}Hp{[[HQ]]p/h,[[HQ]]p/hi}llq) (Lemma 37)
C [[H/U/Q{HQ/h}]]p{[[HQ]]p/h,[[HQﬂp/hi}lh) (ind. hyp.)
= [[H/U/Qoﬂp{[[HQﬂp/h,[[HQ]]p/hi} »LLq) (def QQ)

= [[HOQOHP{[[HQHP/}L} ~U<I> (def O'/)

= [[HQ]]p‘UCI) O

The next theorem states that normalization preserves the validity of histo-
ries. Summing up, we can conclude that a history expression H is valid if and
only if its regularization H | is valid. To do that, it is convenient to restate the
notion of validity. Let ®(n) be the set of policies ¢ such that the number of [,
is greater than the number of |, in 7. We say that a history n = 51 - - - 3, is safe
when (B1---B)’ = AN®(B1---B), for all k € 1.n.
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Example 19. Consider the history n = ar[,ac],, where ¢ is the property
saying that no a. occurs after a... Then, 7 is not safe, because (ar[«,ac)b = Q0

does not satisfy A q)(ar[gaac) =My} =

Equivalently, a history 7 is safe if and only if n*) = o) for all k € 1..n, where
n™®) is sequence of the first k access events in 7 (i.e. the first k events in "),

and ) = A{@(B1---B) | (B1--B:)" =n® }.

Example 20. Let ¢ be the policy of the previous example. Then, the history
N = [par]pae is valid: nM = q, satisfies o) = A(®([,0r) U B([pnr]y)) = o,
and 7? = o, satisfies N @([par]pac) = N = tt.

Validity of a history n can then be restated, by requiring that 7 is safe, and
that, for each live set ¥ (H) of n, there exists ' € H such that 7’ | .

Theorem 39. A history 7 is valid if and only if | is valid.

Proof. We prove the following, stronger result: for each 1 and ® such that
n g is defined, (n Io)® = n* and <p(k) = (A®) A o). We proceed by
induction on the structure of . The base case nn = ¢ is trivial. If n = «, then
nle= (A P)[a], nU((I,l): a=n, <p,(71) = tt, and go( = A ®. The inductive
cases follow.

e if 5 = non1, let 1o, 71 have balanced framings (otherwise 1} ¢ is undefined).
Then, nlle= (noda)(m o). Let k be the number of access events in 7.

@ _ [l ifielk @ JeW, ifielk
gOn - = ?

. Prle .
<p,(711) otherwise e @iy, Otherwise

By the induction hypothesis, (19 U«p)(l) = 77 ) and ‘pnolh (A®) A <p(1)
for i € 1.k, while (n; {4)® = 7] ) and ‘pnoih (AN®) A <p$,1) for i > k.
Then, (nlle)? = 7@, and {1} = (A ®) A g,
o ifn = @[], then o= 1" Jau(,) and @S,“ = go/\apff,) for i < |n|—1. By the
induction hypothesis, (7' .¢)® = 7/, and wﬁ,ﬁh%w} = AN(@U{p}) /\<p,(7i/).
Then, (nl}e)® =7, and:

Poe = P, = NOAEAGY = (A®) A

o if n = (1), then n o= ¥(n' o) and <p,(f) = cp(i,) for i < |n| — 1. By the
induction hypothesis, (7’ {¢)® = 1, and ap(,u (AN®) A gog) Then,
(nlhe)@ =71, and:

dO = eW = AR ARY = (AD) AR 0

In the following, we say that a history 7 is safe when, for all ¢[H] € S(n),
each 1’ € H obeys . Similarly, n is live when, for all 1)(H) € L(n), there exists
n' € H such that ’ = ¢. The proof of Theorem 9 is then split in two parts.
First, we show that 7 is safe iff n € L(Ay,) for all ¢ occurring in 7. Second, we
show that 7 is live iff n € L£(Ay,) for all ¥ occurring in 7.
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Lemma 40. A history n with no redundant safety framings is safe if and only
if n |= ¢, for all o such that [ € 7.

Proof. The statement holds trivially for n = ¢, because S(¢) = 0) and € |= ;.
So, let n =1n'B3, where = 81 - - Bn.

For the “if” part, we proceed by induction on the length of 7. Assume that
n [ ¢y for each ¢ present in 7). Since the only non-final state in Ay, is the
sink, then also 7" |= 1;]. Therefore, by the induction hypothesis, 1’ is safe. We
have the following cases:

e if § € Ev, then consider a safe-set ¢[H] € S(n). If ¢[H] corresponds
to a safety framing that is already balanced in 7, i.e. n = nop[m]n2 and
H = n(n5)?, then o[H] € S(17'). Since 1’ is safe, then all the histories in H
obey ¢. Otherwise, ¢[H] corresponds to a non-balanced safety framing,
ie. n = no[,mB and H = n3(n53)°. Then, S(n’) comprise the safe-set
©[H'], where H' = n3(1n})?. Let i = ngn; 3. Since 1/ is safe, it suffices to
prove that 7 = ¢. By hypothesis, = no[,m (8 = ¢, i.e. the automaton

Ay, has an accepting run q© LN q™ LR ¢. Arunin A, on 7

can be constructed from the run in Ay on 7. Since the scope of ¢ has
been entered but not exited, ¢ is in the second layer of Aw[]- Then, the
transition (¢, 3,q) in Ay, requires a corresponding transition in A,.
The states in the second layer in Ay are final in A,. Thus, we have
found an accepting run in A, on 7, and so 77 = ¢. Since this can be done
for all ¢ occurring in 7, then 7 is safe.

o if 3 = [,, then S(n) = S(n') Up[(n')’]. Since 1’ is safe, it suffices to
prove that (1)’ |= ¢. Since n = 1), the automaton A, | has an accepting

run ¢(© TN g™ [i> q, for some state g that is the second-layer

counterpart of a final state in A,. An accepting run of A, on (')’ can
be constructed as in the previous case.

e if § =], then 7 is safe if 1’ is such.

For the “only if” part it suffices to prove that, if 7 is safe and 8 = [, for some ¢,
then there is a run of A, on 1’ that leads to the first-layer counterpart of some
final state in A,. The remaining event [, can be then consumed by Ay, which
has a transition from the final states of the first layer to their counterparts in

the second layer. If ¢ occurs in 7/, then an accepting run ¢(©) L NUU.R g™
of A, on 7' can be easily extended to accept 7. Instead, if ¢ does not occur
in 7', then S(n) = S("),= S()[x ) = S(') Upl(nf)’]. Since n is safe, then
(n')" obeys ¢, i.e. there exists an accepting run of A, on (1/)’. It is possible to

construct an accepting run s() B, Bey ) of Ay, on 7' as follows.

At the first step, let (9 = (9 For the remaining steps, we will scan the
history 1’ with the index i, (')’ with the index j, and at each step we will
define sV, Let Q and Q be respectively the states in the first and in the second
layer of A, . For each state ¢ in Ay, let ¢@Q and qQQ be respectively the
projections of ¢ on the first and on second layer of Ay, (recall that the first
layer of Ay, contains all the states of Ay,). For the i-th step, there are the
following exhaustive cases:
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e if 3; € Ev, there are the following subcases:

— if s0) € Q, then s(t1) =+,

— if s e @, then r¥) must be final in A,: otherwise, we have found
a safe-set p[H'] for which some 7 € H’ is not accepted by A .
Therefore, A, has a transition (r),3;,rG*+1) that is rendered in
Ay, by the transition (5@, 3;, 501D where s0TD = ptD@Q.

o if 5, = [, then it must be s() € @ because 1 has no redundant safety
framings. Moreover, ) must be final in A,: otherwise, we have found a
safe-set ¢[H'] for which some 77 € H' is not accepted by Ay ;. Therefore,

Ay, has a transition (s, [, s0H1)), where s(*1) = s(@Q.

o if 5, =],, then it must be s e Q. Therefore, Agp, has a transition
(5,],,s0H1)) where s(+1) = s(WaqQ.

e if B; = [, or B; =], for some ¢’ # ¢, then s(+1) = s(),
e if 8; = (4 or B; =)y for some 1, then s(+1) = (), O
Lemma 41. A history 7 is live if and only if 1 |= ¢y, for all ¥ such that (y€ 7.

Proof. The statement holds trivially for 7 = ¢, because L(e) = 0) and € |= 1)),
So, let n =18, where ' = 31 -+ Bn

For the “if” part, we proceed by induction on the length of 7. Assume that
n | ) for each ¢ occurring in 7). Since the only non-final state in Ay, is the
sink, then also 7’ |= ¢(). Therefore, by the induction hypothesis, 1’ is live. We
have the following cases:

e if 3 € Ev, then L(n) = L(n'B) = L(1'). Let ¥(H) € L(n). Since n’ is live
by the induction hypothesis, then there exists " € H such that 5’ = .

o if § = (y, then, similarly to the previous case, L(n) = L(n'(y) = L(1').

o if 5 =)y, then, since 7 is well-formed, it follows that n is of the form
NolyM )y = no(m) for some well-formed ny and balanced n;. Thus,

L(n) = L(nom) U {n3(117)°). Since 0’ = no(ym, then L(y') = L(nom)-
Let H = 3 (1})?. We have to prove that there exists some 7" € H such

that 7/ |= 1. Let ¢(© LN g™ LN q be an accepting run of Ay
on 7. Then, ¢ cannot be in the third layer: by contradiction, if ¢(™ were
such, then no transition would exist from ¢(™ under the input symbol Y

— apart from that falling into the sink. Therefore, ¢(" is in the first or in
the second layer.

If ¢ is in the second layer, let k be the greatest index such that ¢ is
not in the second layer and ¢(¥) is in the second layer for all i € k + 1..n.
There are two further subcases:

— if ¢ is in the first layer, then Gy = (¢ and g™ is final in Ay. Let
7" = (B1---Bry1)’. We can then determine an accepting run of Ay
on 7", ie. i = . Clearly, n” € H, because ¢() stays in the second
layer for all i > k (so you do not leave the scope of 9).
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— if ¢'® is in the third layer, then 41 € Ev and ¢*t1) is final in Ay.
Similarly to the previous case, there exists an accepting run A, on

(Br- - Bresr)"-

If ¢ is in the first layer, let k be the greatest index such that ¢(*) is
not in the second layer and ¢(**t1) is in the second layer. Such an index
must exist, because, upon ), you can only reach the first layer by passing
through the second layer. Then, an accepting run of Ay can be determined
as above.

For the “only if” part, it suffices to prove that, if n is live and 8 =), for some
1, then there is a run of Ay, on 7’ that does not lead to a state in the third
layer of Ay ,. Indeed, this would be the only way for making 7 not accepted
by Ay, — recall that the copies of the sink state of A, comply with all the
events for which there is no explicit transition in Ay. So, let n = ot (m), and
7 = no{yn, with no and 7; well-formed.

If 71 is balanced, then let H = nj(n})?. Otherwise, consider the rightmost
and innermost framing of ¢ in 1, i.e. ' = no(yn2(yn3, where (y does not occur
in 73, and let H = nin3(n3)?. In both cases, the live-set 1 (H) belongs to L(n).
Since 7 is live, then 7’ is live (as this property is prefix-closed), and so there exists
7 = ai---a, € H such that 77 |= 9. In other words, there exists an accepting

run (0 2L, . 25, 1 (0) of Ay on 7. We construct a run s 25 ... Py s of
Ay, on 1 as follows.

At the first step, let (9 = (9 For the remaining steps, we will scan the
history n’ with the index 4, 7 with the index j, and at each step we will define
s, Let Q, Q, Q be respectively the states in the first, second and third layer
of Ay ,. For each state g in Ay, ,, let ¢QQ, ¢@Q and ¢@Q be respectively the
projections of ¢ on the first, second and third layer of Ay ,. For the i-th step,
there are the following exhaustive cases:

e if 3; € Ev, there are the following subcases:
— if s®) e Q, then st = r+h@Q.
— if s € @, then s(HD) = rUTD@Q.
—if s e @, then s/+Y) = rUtD@Q if rU+D) is final. Otherwise,
s+ = pG+ Q.
o if 3, = (y, there are the following subcases:
— if s € @, then s(tD) = sW@Q if r) € F, o.w. st = sO@().
— if s() € Q, then s(*+D = s if () € F, otherwise s(tD) = s(DaqQ.
— if s e Q, then s+ = 50,
o if 3, =), there are the following subcases:
— if s0) € Q, then s(t1) = 50,
— if s) € Q, then s(*D = sD@Q.

— if s € @Q, then we have a contradiction, because p(s(®,),) would
lead to the non-final sink state, and so we would have found a live-set
Y(H') for which no history in H’ has acceptings runs in Ay .
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e if 3; = (y or B; =)y for some ¢’ # 1, then s0+1) = s,
e if 8; = [, or B; =], for some ¢, then s(+1) = 500),

Summing up, we have constructed an run of Ay, on a history 7" such that

(n")> = 7. Since the event y is final in Ay, then the last state s defined
above is in the first or in the second layer. The copies of the sink state of
Ay ensure that all the remaining access events can be consumed by Ay ,. For
the remaining framing events, recall that 73 does not contain further (y or ).
Therefore, the remaining states s(*) cannot lead to the third layer. O

Lemma 7. [H]’ = [BPA(H)].

Theorem 9. A history expression H with no planned selections is valid iff:

[BPAHD] = Ney A N\vo

peH YeH

Proof. By Theorem 39, [H] is valid if and only if [H] | is valid. By
Theorem 38, [H]U= [H|]{. By Theorem 39, [H |]{ is valid if and only
if [H]] is valid. By Theorem 35, [H |] has no redundant safety framings.

By definition, [H|] is valid if and only if [H]]° is valid. By Lemma 7,
[H1]° = [BPA(H|)]. By Lemma 40 and Lemma 41, [BPA(H |)] is valid
if and only if [[BPA(Hl)]] ': /\soEH 1 A /\wEH ¢(> O
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